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RULES  AND  REGULATIONS 


Title  28 — Judicial  Administration 
CHAPTER  I— DEPARTMENT  OF  JUSTICE 

[Order  No.  627-75] 

PART  16— PRODUCTION  OR  DISCLOSURE 
OF  MATERIAL  OR  INFORMATION 

Protection  of  Privacy  of  Individual 
Records 

This  order  promulgates  in  final  form 
the  regulations  of  the  Department  of 
Justice  implementing  the  Privacy  Act  of 
1974,  Pub.  L.  93-579.  By  notice  of  pro¬ 
posed  rulemaking,  published  in  the  Fed¬ 
eral  Register  on  August  27,  1975  (40. PR 
39404)  the  Department  of  Justice  pro¬ 
posed  regulations  relating  to  individual 
access  to  records  pursuant  to  the  Privacy 
Act  and  the  obligations  of  the  Depart¬ 
ment  to  insure  the  security,  accuracy  and 
completeness  of  records.  No  comments 
from  the  public  were  received  with  re¬ 
spect  to  the  proposed  regulations.  This 
order  makes  the  regulations,  as  published, 
final,  with  the  following  technical  amend¬ 
ments  and  a  new  section  establishing  the 
Department's  policy  in  granting  access  to 
records. 

Pursuant  to  the  authority  vested  in  me 
by  5  U.S.C.  552a  and  as  Attorney  General 
of  the  United  States,  the  new  Subpart  D 
of  Part  16,  Chapter  I,  TiUe  28  of  the 
Code  of  Federal  Regulations,  as  pub¬ 
lished  in  the  Federal  Register  of  August 
27,  1975  (40  FR  39404),  is  adopted  with 
the  following  amendments,  to  become 
effective  October  30,  1975. 

( 1 )  The  table  of  contents  of  Subpart 
D  is  amended  to  add  at  the  end  thereof — 
“16.57  Relationship  of  Privacy  Act  and 
the  Freedom  of  Information  Act.’’; 

(2)  Section  16.48 — Requests  for  cor¬ 
rection  of  records  is  amended  by  adding 
at  the  end  of  the  second  sentence  of  par¬ 
agraph  (b)  the  words  “or  his  delegate’’; 
and 

(3)  Subpart  D  of  Part  16,  Chapter  I, 
Title  28  of  the  Code  of  Federal  Regula¬ 
tions  is  amended  by  adding  at  the  end 
thereof  the  following  new  section  5  16.57. 

Subpart  D— Protcctioit  of  Privacy  of  Individual 
Records 

Sec. 

16.40  Purpose  and  scope. 

16.41  Access  by  Individuals  to  records  main¬ 

tained  about  them. 

16.42  Records  exempt  in  whole  pr  in  part. 

16.43  Special  access  procedures. 

16.44  Requests  for  accounting  of  record  dis¬ 

closures. 

16.46  Notice  of  access  decisions;  time  limits. 

16.46  F^s  for  copies  of  records. 

16.47  Appeals  from  denials  of  access. 

16.48  Requests.for  correction  of  records. 

16.49  Records  not  subject  to  correction. 

16.50  Accounting  for  disclosures. 

16.51  Notices  of  subpoenas  and  emergency 

disclosures. 

16.62  Information  forms. 

16.53  Contracting  records  systems. 

16A4  Security  of  records  systems. 
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numbers. 
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16.57  Relationship  of  Privacy  Act  and  the 

Freedom  of  Information  Act. 


Subpart  D — Protection  of  Privacy  of 
Individual  Records 

§  16.40  Purpose  and  scope. 

(a)  This  subpart  contains  the  regula¬ 
tions  of  the  Department  of  Justice  imple¬ 
menting  the  Privacy  Act  of  1974.  Pub.  L. 
93-579.  The  regulations  apply  to  all  rec¬ 
ords  contained  in  systems  o'f  records 
maintained  by  the  Department  of  Justice 
which  are  retrieved  by  individual  name  or  ^ 
identifier,  except  that  for  personnel 
records,  where  there  is  a  conflict 
between  these  regulations  and  those 
of  the  Commission,  Civil  Service 
Commission  regulations  shall  pre¬ 
vail.  The  regulations  set  forth  the 
procedures  by  which  individuals  may  seek 
access  to  records  pertaining  to  them¬ 
selves  in  these  systems  of  records  and 
request  correction  of  them.  The  regula¬ 
tions  also  set  forth  the  requirements  ap¬ 
plicable  to  Department  of  Justice  em¬ 
ployees  maintaining,  collecting,  using  or 
disseminating  such  records.  These  regu-  , 
lations  are  applicable  to  each  Office,  Di¬ 
vision.  Boarii,  Bureau,  Service  and  Ad¬ 
ministration  of  the  Department  (here¬ 
after  referred  to  as  a  “component”) . 

(b)  The  Assistant  Attorney  General 
for  Administration  shall  provi(ie  that  the 
provisions  of  this  subpart  and  any  re¬ 
visions  thereof  shall  be  brought  to  the 
attention  of-  and  made  available  to: 

(1)  Each  employee  at  the  time  of  is¬ 
suance  of  this  subpart  and  any  amend¬ 
ment  thereto ;  and 

(2)  Each  new  employee  at  the  time  of 
employment. 

(c)  The  Assistant  Attorney  General 
for  Administration  shall  be  responsible 
for  insuring  that  employees  of  the  De¬ 
partment  of  Justice  are  trained  in  the 
obligations  imposed  by  the  Privacy  Act 
of  1974  and  by  these  regulations,  but  each 
component  of  the  Department  is  author¬ 
ized  to  undertake  training  for  its  own 
employees. 

§  16.41  AcccMi  by  individuals  to  rec¬ 
ords  maintained  about  them. 

(a)  Access  to  available  records.  An  in¬ 
dividual  seeking  access  to  records  about 
himself  in  a  system  of  records,  which 
have  not  been  exempted  from  access  pur¬ 
suant  to  the  Privacy  Act  of  1974,  may 
present  his  request  in  person  or  in  writ¬ 
ing  to  the  manager  of  the  particular  sys¬ 
tem  of  records  to  which  he  seeks  access 
or  to  such  other  (lerson  as  may  be  spec¬ 
ified.  System  managers  and  others  to 
whom  requests  may  be  presented  are 
identified  in  the  “Notice  of  Records  Sys¬ 
tems”  published  by  the  National  Archives 
and  Records  Service,  General  Services 
Administration.  Access  to  Department  of 
Justice  records  maintained  in  National 
Archives  and  Records  Service  Centers 
may  be  obtained  in  accordance  with  the 
regulations  issued  by  the  General  Serv¬ 
ices  Administration.  Access  to  records  in 
multiple  systems  of  records  should  be 
addressed  to  each  component  maintain¬ 
ing  one  of  the  systems.  If  a  requester 


seeks  guidance  in  defining  his  request, 
he  may  write  to  the  Information  Sys¬ 
tems  Staff,  Office  of  Management  and 
Finance,  Department  of  Justice,  10th  and 
Constitution  Avenue,  NW.,  Washington, 
D.C.  20530. 

(b)  Verification  of  identity.  The  fol¬ 
lowing  standards  are  applicable  to  any ' 
individual  who  requests  records  concern¬ 
ing  himself,  unless  other  provisions  for 
identity  verification  are  specified  in  the 
published  notice  pertaining  to  the  par¬ 
ticular  system  of  records. 

(1)  An  individual  seeking  access  to 
records  about  himself  in  person  may  es¬ 
tablish  his  identity  by  the  presentation 
of  a  single  d(x;ument  bearing  a  photo¬ 
graph  (such  as  a  passport  or  identifica¬ 
tion  badge)  or  by  the  presentation  of  two 
items  of  identification  which  do  not  bear 
a  photograph  but  do  bear  both  a  name 
and  address  (such  as  a  driver’s  license, 
or  credit  card)  . 

(2)  An  individual  seeking  access  to 
records  about  himself  by  mail  shall  es¬ 
tablish  his  identity  by  a  signature,  ad¬ 
dress,  date  of  birth,  place  of  birth,  em¬ 
ployee  identification  number  if  any,  and 
one  ot))er  identifier  such  as  a  photocopy 
of  an  identifying  document. 

(3)  An  individual  seeking  access  to 
records  about  himself  by  mail  or  in  per¬ 
son  who  cannot  provide  the  necessary 
documentation  of  identification  may  pro¬ 
vide  a  notarized  statement,  swearing  or 
affirming  to  his  identity  and  to  the  fact 
that  he  understands  the  penalties  for 
false  statements  pursuant  to  18  U.S.C. 
1001.  Forms  for  such  notarized  state¬ 
ments  may  be  obtained  on  request  from 
the  Information  Systems  Staff,  Office  of 
Management  and  Finance,  U.S.  Depart¬ 
ment  of  Justice,  Washington,  D.C.  20530. 

(c)  Verification  of  guardianship.  The 
parent  or  guardian  of  a  minor  or  a  per¬ 
son  judicially  determined  to  be  incom¬ 
petent  and  seeking  to  act  on  behalf  of 
such  minor  or  incompetent  shall,  in  addi¬ 
tion  to  establishing  his  own  identity,  es¬ 
tablish  the  identity  of  the  minor  or  other 
person  he  represents  as  required  in  par¬ 
agraph  (b)  of  this  section  and  establish 
his  own  parentage  or  guardianship  of  the 
subject  of  the  record  by  furnishing  either 
a  copy  of  a  birth  certificate  showing 
parentage  or  a  court  order  establishing 
the  guardianship. 

(d)  Accompanying  persons.  An  in¬ 
dividual  seeking  to  review  records  about 
himself  may  be  accompanied  by  another 
individual  of  his  own  choosing.  Both  the 
individual  seeking  su:cess  and  the  in¬ 
dividual  8u:compan3dng  him  shall  be  re¬ 
quired  to  sign  the  required  form  indicat¬ 
ing  that  the  Department  of  Justice  is 
authorized  to  discuss  the  contents  of  the 
subject  record  in  the  presence  of  both  in¬ 
dividuals. 

(e)  Specification  of  records  sought. 
Requests  for  access  to  records,  either  in 
person  or  by  mail  shall  describe  the  na¬ 
ture  of  the  records  sought,  the  approxi¬ 
mate  dates  covered  by  the  record,  the  sys¬ 
tem  or  systems  in  which  it  is  thought  to 


FEDERAL  REGISTER,  VOL.  40,  NO.  2 1 0— THURSDAY,  OCTOBER  30,  1975 


RULES  AND  REGULATIONS 


50643 


be  included  as  described  in  the  “Notices 
of  Records  Systems*’  published  by  the 
General  Services  Administration,  and 
the  identity  of  the  system  manager  or 
component  of  the  Department  having 
custody  of  the  system  of  records.  In  addi¬ 
tion,  the  published  “Notice  of  Systems 
Records”  for  individual  systems  may  in¬ 
clude  further  requirements  of  specifica¬ 
tion  where  necessary  to  retrieve  the  in¬ 
dividual  record  from  the  system. 

§  16.42  Record)*  exempt  in  whole  or  in 

part. 

(a)  When  an  individual  requests  rec¬ 
ords  about  himself  which  have  been  ex¬ 
empted  from  individual  access  pursuant 
to  5  U.S.C.  552a  (j)  or  (k)(3)  or  (k)  (4) 
or  which  have  been  compiled  in  reason¬ 
able  anticipation  of  a  civil  action  or  pro¬ 
ceeding  either  in  a  court  or  before  an  ad¬ 
ministrative  tribunal,  the  Department  of 
Justice  will  neither  confirm  nor  deny  the 
existence  of  the  record  but  shall  advise 
the  individual  only  that  there  is  no  rec¬ 
ord  which  is  available  to  him  pursuant  to 
the  Privacy  Act  of  1974. 

(b)  Individusd  requests  for  access  to 
records  which  have  been  exempted  from 
access  pursuant  to  5  U.S.C.  552a(k)  shall 
be  processed  as  follows: 

(1)  Requests  for  information  classi¬ 
fied  by  the  Department  of  Justice  pursu¬ 
ant  to  Executive  Order  11652  require  the 
responsible  component  of  the  Depart¬ 
ment  to  review  the  information  to  deter¬ 
mine  whether  it  continues  to  warrant 
classification  under  the  criteria  of  sec¬ 
tions  1  and  5  (B) ,  (C) ,  (D) ,  and  (E)  of 
the  Executive  Order.  Information  which 
no  longer  warrants  classification  imder 
these  criteria  shall  be  declassified  and 
made  available  to  the  individual  if  not 
otherwise  exempt.  If  the  information 
continues  to  warrant  classification,  the 
individual  shall  be  advised  that  the  in¬ 
formation  sought  is  classified,  that  it  has 
been  reviewed  and  continues  to  warrant 
classification,  and  that  it  hs^  been  ex¬ 
empted  from  access  piursuant  to  5  U.S.C. 
552a (k)  (1) .  Information  which  has  been 
exempted  pursuant  to  5  U.S.C.  552a(j) 
and  which  is  sdso  classified  shall  be  re¬ 
viewed  as  required  by  this  paragraph 
but  the  response  to  the  individual  shall 
be  in  the  form  prescribed  by  paragraph 
<  a  >  of  this  section. 

(2)  Requests  for  information  which 
has  been  exempted  from  disclosure  pur¬ 
suant  to  5  U.S.C.  552a(k)  (2)  shall  be  re¬ 
sponded  to  in  the  manner  provided  in 
paragraph  (a)  of  this  section  unless  a 
review  of  the  irJormation  indicates  that 
the  information  has  been  used  or  is  being 
used  to  deny  the  individual  any  right, 
privilege  or  benefit  for  which  he  Is  eligi¬ 
ble  or  to  which  he  would  otherwise  be 
entitled  under  federal  law.  In  that  event, 
the  individual  shall  be  advised  of  the 
existence  of  the  record  and  shall  be  pro¬ 
vided  the  information  except  to  the  ex¬ 
tent  it  would  identify  a  confidential 
source.  If  and  only  if  information  iden¬ 
tifying  a  confidential  source  can  be  de¬ 
leted  or  the  pertinent  parts  of  the  rec¬ 
ord  summarized  in  a  manner  which  pro¬ 
tects  the  identity  of  the  confidential 


source,  the  document  with  deletions  made 
or  the  summary  shall  be  furnished  to 
the  requester. 

<3)  Information  compiled  as  part  of  an 
employee  backgroimd  investigation  which 
has  l>een  exempted  pursuant  to  5  U.S.C. 
552a(k)  (5)  sh.all  be  made  available  to  an 
individual  upon  request  except  to  the  ex¬ 
tent  that  it  identifies  a  confidential 
source.  If  and  only  if  information  iden¬ 
tifying  a  confidential  source  can  be  de¬ 
leted  or  the  pertinent  parts  of  the  rec¬ 
ord  summarized  in  a  manner  which  pro¬ 
tects  the  identity  of  the  confidential 
source,  the  document  with  deletions 
made  or  the  summary  shall  be  furnished 
to  the  requester. 

(4)  Testing  or  examination  material 
which  has  been  exempted  pursuant  to  5 
U.S.C.  552a(k)(6)  shall  not  be  made 
available  to  an  individual  if  disclosure 
would  compromise  the  objectivity  or 
fairness  of  the  testing  or  examination 
process  but  shall  be  made  available  if  no 
such  compromise  possibility  exists. 

§  16.43  Special  access  procedures. 

(a)  Records  of  other  agencies.  When 
information  sought  from  a  system  of  rec¬ 
ords  in  the  Department  of  Justice  in¬ 
cludes  information: 

(1)  That  has  been  classified  pursuant 
to  Executive  Order  11652,  the  request 
shall  be  referred  to  the  appropriate 
classifying  authority  pursuant  to  28 
CFR  17.61  and  the  individual  requesting 
the  record  shall  be  so  advised  unless  the 
record  is  also  exempt  from  disclosure 
pursuant  to  5  U.S.C.  552a  (j)  or  (k) ; 

(2)  That  has  been  furnished  by  an¬ 
other  component  of  the  Department,  the 
request  shall  be  referred  to  the  com- 
p>oncnt  originating  the  information  for  a 
decision  as  to  access  or  correction; 

<3)  That  has  been  furnished  by  an¬ 
other  agency,  the  Department  shall  con¬ 
sult  the  other  agency  before  granting 
access  or  making  a  correction  and  may 
refer  the  request  to  the  other  agency  if 
referral  will  provide  more  expeditious 
access  or  correction,  but  the  requester 
shall  be  notified  of  the  referral. 

(b>  Medical  Records.  When  an  indi¬ 
vidual  requests  medical  records  concern¬ 
ing  himself,  which  are  not  otherwise  ex¬ 
empt  from  disclosure,  the  system  man¬ 
ager  shall,  if  deemed  necessary,  advise 
the  individual  that  records  will  be  pro¬ 
vided  only  to  a  physician  designated  in 
writing  by  the  individual.  Upon  receipt  of 
the  designation,  the  system  manager  will 
permit  the  physician  to  review  the  rec¬ 
ords  or  to  receive  copies  of  the  records  by 
mail,  upon  proper  verification  of  iden¬ 
tity.  The  determination  of  which  records 
should  be  made  available  directly  to  the 
individual  and  which  records  should  not 
be  disclosed  because  of  possible  harm  to 
the  individual  shall  be  made  by  the  phy¬ 
sician. 

§  16.44  Requests  for  aeeounling  of  rec¬ 
ord  disclosures. 

At  the  time  of  his  request  for  access 
or  correction  or  at  any  other  time,  an 
individual  may  request  an  accoimting  of 
disclosures  made  of  his  record  outside  the 


Department  of  Justice.  Requests  for  ac¬ 
counting  shall  be  directed  to  the  system 
manager  or  other  person  specified  in 
the  “Notices  of  Records  Systems.”  Any 
available  accounting,  whether  kept  in 
accordance  with  the  requirements  of  the 
Privacy  Act  or  under  procedures  estab¬ 
lished  prior  to  September  27,  1975  shall 
be  made  available  to  the  individual  ex¬ 
cept  that  an  accoimting  need  not  be 
made  available  if  it  relates  to:  (a)  rec¬ 
ords  with  respect  to  which  no  accounting 
need  be  kept  (see  $  16.50(c)  infra) ;  (b) 
a  disclosure  made  to  a  law  enforcement 
agency  pursuant  to  5  U.S.C.  552a(b)  (7) ; 

(c)  an  accounting  which  has  been  ex¬ 
empted  from  disclosure  pursuant  to  5 
U.S.C.  552a  (j)  or  (k). 

§  16.45  Notice  of  acceM  decisions;  time 
limits. 

(a)  Responsibility  for  notice.  The  head 
of  the  component  maintaining  the  sys¬ 
tem  from  which  information  is  sought  or 
his  delegate  has  responsibility  for  deter¬ 
mining  whether  access  to  records  is 
available  under  the  Privacy  Act  and  for 
notifying  the  individual  of  that  deter¬ 
mination  in  accordance  with  these  reg¬ 
ulations.  If  access  is  denied  because  of 
an  exemption,  the  responsible  person 
shall  notify  the  individual  that  he  may 
appeal  that  determination  to  the  Deputy 
Attorney  General  within  thirty  working 
days  of  the  receipt  of  the  determination. 

(b)  Time  Hmits  for  access  determina¬ 
tions.  The  following  time  limits  shall  be 
applicable  to  requests  for  access  to  in¬ 
formation  pursuant  to  the  Privacy  Act 
of.  1974: 

(1)  Any  request  concerning  a  single 
system  of  .records  all  of  which  are  main¬ 
tained  at  the  same  location  and  none  of 
which  requires  consultation  with  an¬ 
other  component  or  agency  shall  be  re¬ 
sponded  to  within  20  working  days  unless 
the  records  requested  exceed  the  equiv¬ 
alent  of  100  pages. 

(2)  Any  request  concerning  a  single 
system  of  records  some  of  which  require 
consultation  with  another  component  or 
agency  shall  be  responded  to  within  25 
working  days  unless  the  records  re¬ 
quested  exceed  the  equivalent  of  100 
pages. 

(3)  Any  request  involving  several  sys¬ 
tems  of  recorls  or  one  or  more  systc^ 
maintained  at  different  locations  shaU 
be  responded  to  within  40  working  days. 

(4)  Any  request  involving  the  equiva¬ 
lent  of  100  pages  or  more,  whether 
maintained  in  one  system  or  several  sys¬ 
tems,  shall  be  responded  to  within  40 
working  days. 

(5)  If  a  request  under  paragraphs  (b) 
(2),  (3)  or  (4)  of  this  section  presents 
unusual  difficulties  in  deteimining 
whether  the  records  involved  are  exempt 
from  disclosure,  the  Deputy  Attorney 
General,  upon  written  request  of  the  re¬ 
sponsible  person,  may  extend  the  time 
period  established  by  these  regulations 
for  an  additional  15  working  days. 

§  16.46  Fees  for  copies  of  reeords. 

(a)  When  charged.  Pees  pursuant  to 
31  U.S.C.  483a  and  5  U.S.C.  552a(f )  (5) 
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shall  be  charged  according  to  the  sched¬ 
ules  contained  in  paragraph  (b)  of  this 
section  for  actual  copies  of  records  pro¬ 
vided  to  individuals  unless  the  respon¬ 
sible  person  determining  access,  in  his 
discretion,  waives  the  fee'  for  good  cause 
(such  as  the  inability  of  Uie  individual 
to  pay)  or  a  separate  fee  schedule  is 
established  for  an  exempt  system.  Pees 
shall  not  be  charged  where  they  would 
amount,  in  the  aggregate,  to  less  than  $3. 

(b)  Fees  charged.  Pees  may  only  be  as¬ 
sessed  for  actual  copies  of  materials  fur¬ 
nished  pursuant  to  the  Privacy  Act  in 
accordance  with  the  following  schedule: 

(1)  Por  copies  of  documents  (maxi¬ 
mum  of  10  copies  will  be  supplied) .  $0.10 
per  page; 

(2)  Por  computer  material  charges: 


(I)  One-part  paper  per  1,000  pages —  $11.00 

(II)  Two-part  paper  per  1,000  pages—  22. 80 

(Ui)  Three-part  paper  per  1,000  pages.  36. 17 
(Iv)  Four-part  paper  per  1,000  pages.  48. 32 
(V)  Five-part  paper  per  1,000  pages..  63.67 
(Vi)  Stock  Hollerith  cards  per  1,000—  1.08 

(vil)  Magnetic  tape  per  reel _  10. 75 

(vill)  Disk  pack,  each _  775. 00 

(3)  For  tape  recordings  and  other 
audio  records: 

(i)  45  minute  cassette _  $0.56 

(II)  60  minute  cassette _  .  60 

(III)  90  minute  cassette _  .  77 


(4)  For  materials  other  than  the  com¬ 
mon  ones  described  in  paragraphs  (b) 
(1),  (2)  and  (3)  of  this  section,  the  direct 
costs  of  such  materials  to  the  government 
may  be  charged,  but  only  if  the  requester 
has  been  notified  of  such  cost  before  it  is 
incurred. 

(c)  Notice  of  anticipated  charges. 
Where  it  is  anticipated  that  access  fees 
chargeable  under  this  section  virill  amount 
to  more  than  $25,  and  the  requester  has 
not  indicated  in  advance  his  willingness 
to  pay  fees  as  high  as  are  anticipated, 
the  requester  shall  be  notified  of  the 
amount  of  the  anticipated  fees  before 
copies  are  made.  The  notification  shall 
offer  the  requester  the  opportunity  to 
confer  with  Department  personnel  with 
the  object  of  reformulating  the  request 
so  as  to  meet  his  needs  at  lower  cost. 

(d)  Form  0/ payment.  Payment  should 
be  made  by  check  or  money  order  pay¬ 
able  to  the  Department  of  Justice.  No 
employee  of  the  Department  of  Justice 
is  authorized  to  accept  payment  of  fees 
in  cash. 

(e)  Advance  deposit.  Where  the  anti¬ 
cipated  fee  chargeable  under  this  sec¬ 
tion  exceeds  $25,  an  advance  deposit  of 
part  or  all  of  the  anticipated  fee  may  be 
required. 

§  16.47  Appeals  from  denials  of  access. 

An  individual  who  has  been  denied  ac¬ 
cess  to  records  concerning  him  may  ap¬ 
peal  that  decision  to  the  Deputy  Attor¬ 
ney  General  by  filing  a  written  appeal 
within  30  working  days  of  the  receipt  of 
the  denial.  If  the  denial  of  access  was 
made  by  a  responsible  person  in  the  Of¬ 
fice  of  the  Deputy  Attorney  General,  the 
appeal  shall  be  to  the  Attorney  General. 
The  appeal  shall  be  marked  on  its  face 
and  on  the  face  of  the  envelope  “Privacy 
Appteal — Denial  of  Access,”  and  shall  be 


addressed  to  the  Offi''e  of  the  Deputy  At¬ 
torney  General,  U.S.  Department  of  Jus¬ 
tice,  Washington,  D.C.  20530,  or,  if  an  ap¬ 
peal  from  a  denial  by  the  Deputy  Attor¬ 
ney  General,  to  the  Assistant  Attorney 
General,  Office  of  Legal  Counsel,  at  the 
same  address.  Appeals  shall  be  deter¬ 
mined  in  thirty  working  days  unless  the 
appropriate  official,  by  notice  to  the  in¬ 
dividual,  extends  that  period  for  an  addi¬ 
tional  thirty  working  days  because  of 
the  volume  of  records  requested,  the  scat¬ 
tered  location  of  records,  the  need  to  con¬ 
sult  other  agencies,  or  the  difficulty  of 
the  legal  issues  involved,  or  other  admin¬ 
istrative  difficulty. 

§  16.48  Requests  for  correction  of  rec¬ 
ords. 

(a)  How  Made.  Unless  a  record  is  ex¬ 
empted  from  correction,  an  individual 
may  request  amendment  or  correction  of 
a  record  concerning  him  by  addressing 
his  request  to  the  person  responsible  for 
the  system  in  which  the  record  is  main¬ 
tained  either  in  person  or  by  mail.  The 
request  must  indicate  the  particular  rec¬ 
ord  involved,  the  nature  of  the  correction 
sought,  and  the  Justification  for  the  cor¬ 
rection  or  amendment.  Requests  made  by 
mail  should  be  addressed  to  the  person 
specified  in  the  Notice  of  Systems  (if  Rec¬ 
ords  published  by  the  General  Services 
Administration  and  shall  be  clearly 
marked  on  the  request  and  on  the  en¬ 
velope  “Privacy  Correction  Request.” 
Where  the  individual  believes  that  the 
same  re<x>rd  appears  in  more  than  one 
system,  he  should  address  his  request  to 
each  person  responsible  for  a  system  of 
records  which  may  contain  ttie  record 
he  seeks  to  correct. 

(b)  Initial  determination.  Within  10 
working  days  of  the  receipt  of  the  re¬ 
quest,  the  appropriate  Department  of¬ 
ficial  shall  advise  the  individual  that  his 
request  has  been  received.  If  the  rec¬ 
ord  is  to  be  amended  or  corrected,  the 
system  manager  may  so  advise  the  indi¬ 
vidual  but  if  correction  is  refused,  in 
whole  or  in  part,  it  must  be  done  by  the 
head  of  the  component  in  which  the  rec¬ 
ord  is  lo(iated.  If  a  correction  is  to  be 
made,  the  individual  shall  be  advised  of 
his  right  to  obtain  a  copy  of  the  corrected 
record  upon  request.  If  a  correction  or 
amendment  is  refused,  in  whole  or  in 
part,  the  individual  shall  be  so  advised, 
shall  be  given  reasons  for  the  refusal,  and 
shall  be  advised  of  his  right  to  appeal  the 
refusal  to  the  Deputy  Attorney  General 
in  ac(X)rdance  with  the  prcxs^ures  set 
forth  in  this  aeiftion. 

(c)  Appeals.  A  refusal,  in  whole  or  in 
part,  to  amend  or  correct  a  record  may 
be  appealed  to  the  Deputy  Attorney  Gen¬ 
eral  within  30  days  of  the  receipt  of  no¬ 
tice  of  the  refusal.  If  the  refusal  to  cor¬ 
rect  was  made  by  the  Office  of  the  Dep¬ 
uty  Attorney  General,  the  appeal  shall 
be  to  the  Attorney  General.  Appeals  shall 
be  in  writing,  shall  set  forth  the  specific 
item  of  information  sought  to  be  cor¬ 
rected,  and  the  individual’s  documenta¬ 
tion  Justifying  the  correction.  Appeals 
^all  be  addressed  to  the  Office  of  the 
Deputy  Attorney  General,  U.S.  Depart¬ 
ment  of  Justice,  Washington,  D.C.  20530 


or,  if  an  appeal  from  a  denial  by  the 
Deputy  Attorney  General,  to  the  Assist¬ 
ant  Attorney  General,  Office  of  Legal 
Counsel,  at  the  same  address.  They  shall 
be  clearly  marked  on  the  appeal  and  on 
the  envelope,  “Privacy  Correction  Ap¬ 
peal.”  The  appeal  shall  be  decided  with¬ 
in  30  working  days  unless  the  appropri¬ 
ate  official  shsiU  extend  the  time  for  ap 
additional  30  working  days  because  of 
the  need  to  obtain  additional  informa¬ 
tion,  the  volume  of  records  involved,  or 
the  complexity  of  the  issue,  or  other  ad¬ 
ministrative  difficulty.  The  requester 
shall  be  advised  in  advance  of  any  such 
extension  and  shsdl  be  given  the  reasons 
therefor. 

(d)  Appeal  determinations.  If  the 
Deputy  Attorney  General  or  Attorney 
General  determines  that  an  amendment 
or  ccurection  is  not  warranted  on  the 
facts,  he  shall  advise  the  individual  of 
his  refusal  to  authorize  Correction  or 
amendment  of  the  record,  in  whole  or  in 
part,  and  shall  advise  the  individual  of 
his  right  to  provide  for  the  record  a 
“Statement  of  Disagreement.”  The  in¬ 
dividual  shall  be  advised  also  of  his  right 
to  Judicial  review  pursuant  to  the  Pri¬ 
vacy  Act  of  1974. 

(e)  Statements  of  disagreement. 
Statements  of  Disagreement  may  be 
furnished  by  the  individual  within  30 
working  days  of  the  date  of  receipt  of  the 
notice  of  refusal  of  the  Deputy  Attorney 
General  or  Attorney  General  to  author¬ 
ize  correction.  They  shall  be  addressed 
to  the  Office  of  the  Deputy  Attorney 
General,  U.S.  Department  of  Justice, 
Washin^n,  D.C.  20530.  Statements 
may  not  exceed  one  typed  page  per  fact 
/disputed.  Statements  exceeding  this 
limit  will  be  returned  to  the  requester 
for  condensaticm.  Upon  receipt  of  a 
statement  of  disagreement  in  accordance 
with  this  section,  the  Deputy  Attorney 
General  shall  take  steps  to  insure  that 
tihe  statement  is  included  in  the  system 
or  systems  of  records  in  which  the  dis¬ 
puted  item  is  maintained  and  that  the 
original  record  is  so  marked  as  to  indi¬ 
cate  that  there  is  a  statement  of  dis¬ 
agreement  and  where,  within  the  system 
of  records,  that  statement  may  be  foimd. 

(f)  Notices  of  correction  or  disagree¬ 
ment.  When  a  record  has  been  corrected 
the  system  manager  shall,  within  thirty 
working  days  thereof,  aclvise  all  prior 
recipients  of  the  record  whose  identity 
can  be  determined  pursuant  to  the  ac¬ 
counting  required  by  the  Privacy  Act  or 
any  other  accounting  previously  made, 
of  the  correction.  Any  dissemination  of  a 
record  after  the  filing  of  a  statement  of 
disagreement  shall  be  accompanied  by 
a  copy  of  that  statement.  Any  statement 
of  the  agency  giving  reasons  for  refus¬ 
ing  to  correct  shall  be  included  in  the 
file. 

§  16.49  Records  not  subject  to  correc¬ 
tion. 

The  following  records  are  not  subject 
to  correction  or  amendment  by  individ¬ 
uals: 

(a)  Transcripts  or  written  statements 
made  under  oath; 

(b)  Transcripts  of  Grand  Jury  Pro¬ 
ceedings,  Judicial  or  quasi-judicial  pro- 
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ceedings  which  form  the  official  record 
of  those  proceediiigs; 

(c)  Pre-sentence  reports  comprising 
the  property  of  the  courts  but  main¬ 
tained  in  agency  files;  and 

(d)  Records  duly  exempted  from  cor¬ 
rection  by  notice  published  in  the  Federal 
Register. 

§  16.50  Accounting  for  disclosures. 

(a)  As  soon  as  possible,  but  not  later 
than  September  27,  1975,  each  system 
manager,  with  the  approval  of  the  head 
of  his  component,  shall  establish  a  sys¬ 
tem  of  accounting  for  all  disclosures  of 
records,  either  orally  or  in  writing,  made 
outside  the  Department  of  Justice.  Ac¬ 
counting  procedures  may  be  established 
In  the  least  expensive  and  most  conven¬ 
ient  form  that  will  permit  the  system 
manager  to  advise  individuals,  promptly 
upon  request,  of  the  persons  or  agen¬ 
cies  to  which  records  concerning  them 
have  been  disclosed. 

(b)  Accounting  records,  at  a  minimum, 
shall  include  the  identification  of  the 
particular  record  disclosed,  the  name  and 
address  of  the  person  or  agency  to  which 
disclosed,  and  the  date  of  the  disclosure. 
Accounting  records  shall  be  maintained 
until  the  record  is  destroyed  or  trans¬ 
ferred  to  the  Archives. 

(c)  Accounting  is  not  required  to  be 
kept  for  disclosures  made  within  the  De¬ 
partment  of  Justice  or  disclosures  made 
pursuant  to  the  Freedom  of  Informa¬ 
tion  Act. 

§  16.51  Notices  of  subpoenas  and  enier* 
gency  disclosures. 

(a)  Siibpoenas.  When  records  con¬ 
cerning  an  individual  are  subpoenaed  by 
a  Grand  Jury,  Court,  or  quasi-judicial 
agency,  the  official  served  with  the  sub¬ 
poena  shall  be  responsible  for  assuring 
that  notice  (rf  its  issuance  is  provided 
to  the  individual.  Notice  shall  be  provid¬ 
ed  within  10  days  of  the  service  of  the 
subpoena  or,  in  the  case  of  a  Grand  Jury 
subpoena,  within  10  days  of  its  becoming 
a  matter  of  public  record.  Notice  shall  be 
mailed  to  the  last  known  address  of  the 
individual  and  shall  contain  the  fol¬ 
lowing  information:  the  date  the  sub¬ 
poena  is  returnable,  the  court  in  which 
it  is  returnable,  the  name  and  number  of' 
the  case  or  proceeding,  and  the  nature  of 
the  information  sought.  Notice  of  the 
issuance  of  subpoenas  is  not  required 
if  the  system  of  records  has  been  ex¬ 
empted  from  the  notice  requirement, 
pursuant  to  5  U.S.C.  552a(j),  by  a  Notice 
of  Exemption  published  in  the  Federal 
Register. 

(b)  Emergency  disclosures.  If  infor¬ 
mation  concerning  an  individual  has 
been  disclosed  to  any  person  under  com¬ 
pelling  circumstances  affecting  health  or 
safety  the  individual  shall  be  notified  at 
his  last  known  address  within  10  working 
days  of  the  disclosure.  Notification  shall 
include  the  following  information:  the 
nature  of  the  information  disclosed,  the 
person  or  agency  to  whom  it  was  dis¬ 
closed,  the  date  of  the  disclosure,  and  the 
compelling  circumstances  justifying  the 
disclosure.  Notification  shall  be  given  by 
the  officer  who  made  or  authorized  the 
disclosure. 


§  16.52  Information  forms. 

(a)  Review  of  forms.  Except  for  forms 
developed  and  used  by  the  Law  Enforce¬ 
ment  Assistance  Administration,  the 
Drug  Enforcement  Administration,  the 
Immigration  and  Naturalization  Serv¬ 
ice,  the  Bureau  of  Prisons,  the  Federal 
Bureau  of  Investigation  and  the  U.S. 
Marshals  Service  for  the  collection  of  in¬ 
formation  fr(Hn  individuals,  the  Office  of 
Management  and  Finance  shall  be  re¬ 
sponsible  for  reviewing  all  forms  devel¬ 
oped  and  used  by  the  Department  of 
Justice  to  collect  information  from  indi¬ 
viduals.  The  Law  Enforcement  Assist¬ 
ance  Administration,  the  Drug  Enforce¬ 
ment  Administration,  the  Immigration 
and  Naturalization  Service,  the  Biureau 
of  Prisons,  the  Federal  Bureau  of  Investi¬ 
gation  and  the  U.S.  Marshals  Service 
shall  each  be  responsible  for  the  review 
of  forms  it  uses  to  collect  information 
from '  individuals. 

(b)  Scope  of  review.  The  responsible 
offices  shall  review  each  form  for  the 
purpose  of  eliminating  any  requirement 
for  information  that  is  not  relevant  and 
necessary  to  carry  out  an  agency  func¬ 
tion  and  to  accomplish  the  following 
objectives: 

(1)  To  insure  that  no  information 
concerning  religion,  pi^itical  beliefs  or 
activities,  sissociation  memberships 
(other  than  those  required  for  a  profes¬ 
sional  license),  or  the  exercise  of  other 
First  Amendment  rights  is  required  to 
be  disclosed  unless  such  requirement  of 
disclosure  is  expressly  authorized  by 
statute  or  is  pertinent  to  and  within  the 
scope  of  an  authorized  law  enforcement 
activity; 

(2)  To  insure  that  the  form  or  accom¬ 
panying  statement  makes  clear  to  the  in¬ 
dividual  which  information  he  is  re¬ 
quired  by  law  to  disclose  and  the  au¬ 
thority  for  that  requirement  and  which 
information  is  voluntary; 

(3)  To  insure  that  the  form  or  accom¬ 
panying  statement  states  clearly  the 
principal  purpose  or  purposes  for  which 
the  information  is  being  collected,  and 
summarizes  concisely  the  routine  uses 
that  will  be  made  of  the  information; 

(4)  To  insure  that  the  form  or  accom¬ 
panying  statement  clearly  indicates  to 
the  individual  the  effect  in  terms  of 
rights,  benefits  or  privileges  of  not  pro¬ 
viding  all  or  part  of  the  requested  infor¬ 
mation;  and 

(5)  To  insure  that  any  form  request¬ 
ing  disclosure  of  a  Social  Security  Num¬ 
ber,  or  an  accompanying  statement, 
clearly  advises  the  individual  of  the 
statute  or  regulation  requiring  dis¬ 
closure  of  the  number  or  clearly  advises 
the  Individual  that  disclosure  is  volun¬ 
tary  and  that  no  consequence  will  flow 
from  his  refusal  to  disclose  it,  and  the 
uses  that  will  be  made  of  the  number 
whether  disclosed  mandatorily  or  volim- 
tarily. 

(c)  Revision  of  forms.  Any  form 
which  does  not  meet  the  objectives  speci¬ 
fied  in  the  Privacy  Act  and  in  this  sec¬ 
tion,  shall  be  revised  to  conform  thereto. 
If  revision,  printing  and  distribution 
cannot  be  accomplished  prior  to  Septem¬ 
ber  27,  1975,  a  separate  statement  shall 


be  prepared  to  accompany  each  form  ad¬ 
vising  the  individual  that  the  form  is 
not  in  compliance  with  the  Privacy  Act 
and  specifying  the  portions  thereof 
which  are  not  in  compliance.  Hie  state¬ 
ment  shall  include  all  the  information 
necessary  to  accomplish  the  objectives 
specified  in  the  Privacy  Act  and  this 
section. 

§  16.53  Contracting  records  systems. 

(a)  No  component  of  the  Department 
shall  contract  for  the  operation  of  a 
record  system  by  or  on  behalf  of  the 
agency  without  the  express  approval  of 
the  Attorney  General. 

(b)  Any  contract  which  is  approved 
shall  contain  the  standard  contract  re¬ 
quirements  promulgated  by  the  General 
Services  Administration  to  insure  com¬ 
pliance  with  the  requironents  imposed 
by  the  Privacy  Act  of  1974.  The  con¬ 
tracting  agency  shall  have  responsibility 
for  insiuring  that  the  contractor  complies 
with  the  contract  requironents  relating 
to  privacy. 

§  16.54  Security  of  records  systems. 

(a)  The  Assistant  Attorney  General 
for  administration  shall  have  responsi¬ 
bility  for  developing  Department  regu¬ 
lations  governing  the  security  of  systems 
of  records. 'Regulations  relating  to  the 
security  of  automated  systems  shall  be 
consistent  with  the  guidelines  developed 
by  the  National  Bureau  of  Standards. 

(b)  Each  system  manager,  with  the 
approval  of  the  head  of  his  component, 
shall  establish  administrative  and  physi¬ 
cal  controls,  consistent  with  D^nartment 
regulations,  to  insure  the  protection  of 
records  systems  from  unauthorized  access 
or  disclosure  and  from  physical  damage 
or  destruction.  Hie  controls  instituted 
shall  be  proportional  to  the  degree  of 
sensitivity  of  the  records  but  at  a  mini¬ 
mum  must  insure  that  the  records  are 
enclosed  in  a  manner  to  protect  them 
from  public  view,  that  the  area  in  which 
the  records  are  stored  is  supervised  dur¬ 
ing  all  business  hours  to  prevent  unau¬ 
thorized  personnel  from  entering  tiie  area 
or  obtaining  access  to  the  records,  and 
that  the  records  are  reasonably  inaccessi¬ 
ble  to  unauthorized  persons  outside  of 
business  hours. 

(c)  Each  system  manager,  with  the 
approval  of  the  head  of  his  component 
shall  adopt  access  restrictions  to  Insure 
that  only  those  individuals  within  the 
agency  who  have  a  need  to  have  access  to 
the  records  for  the  performance  of  their 
duties  have  access  to  them.  Procedures 
shall  also  be  adopted  to  prevent  acci¬ 
dental  access  to  or  diss^ination  of 
records, 

§  16.55  Use  and  collection  of  Social  Se¬ 
curity  numbers. 

(a)  Each  system  manager  of  a  system 
of  records  which  utilizes  the  Social  Se¬ 
curity  number  as  a  method  of  identifi¬ 
cation  without  statutory  authorization, 
or  authorization  by  regulation  adopted 
prior  to  January  1,  1975,  shall  take  steps 
to  revise  the  system  to  avoid  future  col¬ 
lection  and  use  of  the  Social  Security 
number. 
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(b)  The  head  of  each  component  of 
the  Department  shall  take  such  measures 
as  are  necessary  to  insure  that  em¬ 
ployees  authorized  to  collect  information 
from  individuals  are  advised  that  indi¬ 
viduals  may  not  be  required  to  furnish 
Social  Security  numbers  without  sta¬ 
tutory  or  regulatory  authorization  and 
that  individuals  who  are  requested  to 
provide  Social  Security  numbers  volun¬ 
tarily  piust  be  advised  that  furnishing 
the  number  is  not  required  and  that  no 
penalty  or  denial  of  benefits  will  flow 
from  the  refusal  to  provide  it. 

§  16.56  Employee  standards  of  eon- 
duct  with  regard  to  privacy. 

(a)  The  head  of  each  component  of 
the  Department  shall  be  responsible  for 
assuring  that  employees  subject  to  his 
supervision  are  advised  of  the  provisions 
of  the  Privacy  Act,  including  the  criminal 
penalties  and  civil  liabilities  provided 
therein,  and  that  such  employees  are 
made  aware  of  their  responsibilities  to 
protect  the  security  of  personal  informa¬ 
tion,  to  assure  its  accuracy,  relevance, 
timeliness  and  completeness,  to  avoid 
unauthorized  disclosure  either  orally  or 
in  writing,  and  to  insure  that  no  system 
of  records  retrieved  by  individual  iden¬ 
tifier,  no  matter  how  small  or  specialized, 
is  maintained  without  public  notice. 

(b)  Except  to  the  extent  permitted 
pursuant  to  the  Privacy  Act,  employees 
of  the  Department  of  Justice  shall: 

(1)  Collect  no  information  of  a  per¬ 
sonal  nature  from  individuals  unless 
authorized  to  collect  it  to  achieve  a  func¬ 
tion  or  carry  out  a  responsibility  of  the 
Department; 

(2)  Collect  from  individuals  only  that 
information  which  is  necessary  to  De¬ 
partment  functions  or  responsibilities ; 

(3)  Collect  information,  wherever 
practicable,  directly  from  the  individual 
to  whom  it  relates ; 

(4)  Inform  individuals  from  whom  in¬ 
formation  is  collected  of  the  authority 
for  collection,  the  purposes  thereof,  the 
uses  that  will  be  made  of  the  informa¬ 
tion,  and  the  effects,  both  legal  and 
practical,  of  not  furnishing  the  informa¬ 
tion; 

(5)  Neither  collect,  maintain,  use  nor 
disseminate  information  concerning  an 
individual’s  religious  or  political  beliefs 
or  activities  or  his  membership  in  asso¬ 
ciations  or  organizations,  unless  (i)  the 
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individual  has  volunteered  such  infor¬ 
mation  for  his  own  benefit;  (ii)  the  in¬ 
formation  is  expressly  authorized  by 
statute  to  be  collected,  maintained,  used 
or  disseminated;  or  (iii)  the  activities 
involved  are  pertinent  to  and  within  the 
scoiie  of  an  authorized  investigation,  ad¬ 
judication  or  correctional  activity; 

(6)  Advise  their  supervisors  of  the 
existence  or  contemplated  development 
of  any  record  system  which  retrieves  in¬ 
formation  about  individuals  by  individ¬ 
ual  identifier; 

(7)  Wherever  required  by  the  Act, 
maintain  an  accounting,  in  the  pre¬ 
scribed  form,  of  all  dissemination  of  per¬ 
sonal  information  outside  the  Depart¬ 
ment,  whether  made  orally  or  in  writ¬ 
ing; 

(8)  Disseminate  no  information  con¬ 
cerning  individuals  outside  the  Depart¬ 
ment  except  when  authorized  by  5  U.S.C. 
552a,  including  pursuant  to  a  routine 
use  published  in  the  Federal  Register; 

(9)  Maintain  and  process  information 
concerning  individuals  with  care  in 
order  to  insure  tiiat  no  inadvertent  dis¬ 
closure  of  the  information  is  made  either 
within  or  without  the  Department;  and 

( 10)  Call  to  the  attention  of  the  proper 
Department  authorities  any  information 
in  a  system  maintained  by  the  Depart¬ 
ment  which  is  not  authorized  to  be  main¬ 
tained  under  the  provisions  of  the  Pri¬ 
vacy  Act  of  1974,  including  information 
on  First  Amendment  activities  and  in¬ 
formation  that  is  inaccurate,  irrelevant 
or  so  incomplete  as  to  risk  unfairness  to 
the  individual  concerned. 

.(c)  Heads  of  components  within  the 
Department  shall,  at  least  annually,  re¬ 
view  the  record  systems  subject  to  their 
supervision  to  insure  compliance  with 
the  provisions  of  the  Privacy  Act  of  1974. 

§  16.57  Relationship  of  Privacy  Art  and 
the  Freedom  of  Information  Act. 

(a)  Issuance  of  this  section  and  ac¬ 
tions  considered  or  taken  pursuant  hereto 
are  not  to  be  deemed  a  waiver  of  the 
(jovemment’s  position  that  the  materials 
in  question  are  subject  to  all  of  the  ex¬ 
emptions  contained  in  the  Privacy  Act. 
By  providing  for  exemptions  in  the  Act, 
Congress  conferred  upon  each  agency  the 
option,  at  the  discretion  of  the  agency, 
to  grant  or  deny  access  to  exempt  ma¬ 
terials  unless  prohibited  from  doing  so 
by  any  other  provision  of  law.  Releases 


of  records  under  this  section,  beyond 
those  mandated  by  the  Privacy  Act,  are 
at  the  sole  discretion  of  the  Deputy  At¬ 
torney  General  and  of  those  persons  to 
whom  authority  hereunder  may  be  dele¬ 
gated.  Authority  to  effect  such  discre¬ 
tionary  releases  of  records  and  to  deny 
requests  for  those  records  as  an  initial 
matter  is  hereby  delegated  to  the  appro¬ 
priate  system  managers  as  per  the  No¬ 
tices  of  Systems  of  Records  published  in 
40  Federal  Register  167,  pages  38703- 
38801  (August  27, 1975) . 

(b)  Any  request  by  an  individual  for 
information  pertaining  to  himself  shall 
be  processed  solely  pursuant  ot  this  Sub¬ 
part  D.  To  the  extent  that  the  individual 
seeks  access  to  records  from  systems  of 
records  which  have  been  exempted  from 
the  provisions  of  the  Privacy  Act,  the  in¬ 
dividual  shall  receive,  in  addition  to  ac¬ 
cess  to  those  records  he  is  entitled  to 
receive  under  the  Privacy  Act  and  as  a 
matter  of  discretion  as  set  forth  in  para¬ 
graph  (a),  access  to  all  records  within 
the  scope  of  his  request  to  which  he  would 
have  been  entitled  under  the  Freedom  of 
Information  Act,  5  U.S.C.  552,  but  for  the 
enactment  of  the  Privacy  Act  and  the  ex¬ 
emption  of  the  pertinent  systems  of  rec¬ 
ords  pursuant  thereto.  Only  fees  set  forth 
ilT  §  16.46  may  be  charged  a  requester  as 
to  any  records  to  which  access  is  granted 
pursuant  to  the  provisions  of  this 
subsection. 

(c)  When  an  individual  requests  ac¬ 
cess  to  records  pertaining  to  criminal, 
national  security  or  civil  investigative 
activities  of  the  Federal  Bureau  of  In¬ 
vestigation  which  are  contained  in  sys¬ 
tems  of  records  exempted  under  provi¬ 
sions  of  the  Privacy  Act,  such  requests 
shall  be  processed  as  follows: 

(1)  Where  the  investigative  activi¬ 
ties  involved  have  been  reported  to  F.B.I. 
Headquarters,  records  maintained  in  the 
F.B.I. ’s  Central  files  will  be  processed; 
and, 

(2)  Where  the  investigative  activities 
involved  have  not  been  reported  to  F.B.I. 
Headquarters,  records  maintained  in  files 
of  the  Field  Office  identified  by  the  re¬ 
quester  will  be  processed. 

Dated;  October  22, 1975. 

Edward  H.  Levi, 

Attorney  General. 
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DEPARTMENT  OF  JUSTICE 
Office  of  the  Attorney  General 
[28CFRPart  16] 

[Order  No.  629-75) 

PRODUCTION  OR  DISCLOSURE  OF 
MATERIAL  OR  INFORMATION 

Exemption  of  Record  Systems  Under  the 
Privacy  Act 

The  Department  of  Justice  proposes  to 
issue  regulations  exempting  certain  sys¬ 
tems  of  records  in  the  Department  from 
provisions  of  the  Privacy  Act  of  1974, 
Pub.  L.  93-579,  for  the  reasons  set  forth 
in  the  proposed  exemption  notices. 

Persons  wishing  to  comment  on  any  of 
the  proposed  exemptions  may  address 
their  comments  in  writing  to  the  indi¬ 
viduals  specified  in  each  of  the  proposed 
exemption  notices.  All  comments  must 
be  received  on  or  before  December  1, 
1975. 

Below  are  notices  of  proposed  exemp¬ 
tions  for  appropriate  record  systems 
(which  were  inadvertently  omitted  from 
the  group  of  notices  published  on  Au¬ 
gust  27,  19751  of  the  Department  of 
Justice.  These  exemption  notices  will  be 
integrated  into  the  new  Subpart  E  of 
Part  16,  Title  28  of  the  Code  of  Federal 
Regiilations. 

Dated:  October  22,  1975. 

Edward  H.  Levi, 
Attorney  General. 

The  Department  of  Justice  proposes  to 
Issue  regulations  exempting  certain  systems 
of  records  (which  were  InadveriecUy  omitted 
from  the  Department  cA  Justtee  pubUeaUon 
in  the  Pftmsi.  Raaiaiut  on  August  27, 197S). 
maintained  by  the  Drug  Enforcement  Ad¬ 
ministration  from  tbe  provisions  at  subsec- 
ticms  (c)  (3)  and  (4),  (d).  (c)  (1).  (2)  and 
(3).  (e)(4)  (O)  and  (H),  (e)(6)  and  (a), 
(f),  (g)  and  (h)  of  5  UJS.C.  552a,  in  order  to 
maintain  tbe  confidentiality  of  information 
compiled  for  law  enforcement  and  criminal 
investigation  purposes. 

Written  comments  on  the  proposed  ex¬ 
emptions  should  be  clearly  labeled  “Privacy 
Act  Exemption  Comments"  and  sent  to; 

Chief  Couns^  Drug  Enforcement  Adminis¬ 
tration.  United  States  Department  of  Jus¬ 
tice.  Room  1203.  1405  Street.  N.W.. 
Washington.  DC  20637. 

All  comments  must  be  received  no  later 
than  December  1,  1975.  No  oral  hearings  are 
contemplated. 

By  virtue  of  the  authority  vested  in  me 
by  5  U.S.C.  552a  (j)  and  (k)  and  as 
Attorney  General  of  the  United  States, 
the  following  sections  are  amended  to 
read  as  follows: 

1.  Section  16.98  is  amended  to  read  as 
follows: 

§  16.98  Exemption  of  Drug  Enforce¬ 
ment  Administration  Records. 

(a)  The  following  systems  of  records 
are  exempt  from  5  U.S.C.  552a  (c)(3), 

(d) .  (e)  (4)  (G)  and  (H) .  and  (f) : 

•  *  •  •  • 

(4)  Drug  Theft  Reporting  System 
( JUSTICE/DEA-023) . 

These  exemptions  apply  only  to  the  ex¬ 
tent  that  information  in  these  systems 


is  subject  to  exemption  pursuant  to  5 
U.S.C.  552a(k). 

(b)  Exemptions  from  the  particular 
subsections  are  justified  for  the  follow¬ 
ing  reasons: 

(1)  From  subsection  (c)(3)  because 
the  revealing  of  the  disclosure  account¬ 
ing  pursuant  to  the  routine  uses  pub¬ 
lished  for  these  systems  would  enable  the 
subject  of  ah  investigation  to  gain  valu¬ 
able  information  concerning  the  nature 
and  scope  of  the  investigation  and- seri¬ 
ously  hamper  the  regulatory  functions 
of  the  Drug  Enforcement  Administra¬ 
tion. 

(2)  From  subsection  (d)  because  access 
to  records  contained  in  these  systems 
might  provide  the  subject  of  an  investi¬ 
gation  information  that  could  enable 
him  to  avoid  compliance  with  the  Drug 
Abuse  Prevention  and  Control  Act  of 
1970  (Pub.  L.  91-513). 

(3)  From  subsections  (e)  (4)  (G)  and 
(H)  because  these  systems  or  records  are 
exempt  from  individual  access  pursuant 
to  subsection  (k)  of  the  Act. 

(4)  From  subsection  (f)  because  these 
systems  are  exempt  from  tlie  access  pro¬ 
visions  of  subsection  (d). 

(c)  The  following  syst^s  of  records 
are  exempt  from  5  U.S.C.  552a  (c)  (3) 
and  (4).  (d),  (e)  (D,  (2)  and  (3),  (e)  (4) 
(G)  and  (H),  (e)  (5)  and  (8),  (f).  (g) 
and  (h) : 


(14)  Drug  Enforcement  Administra¬ 
tion  Semi-Automated  Narcotic  Traf¬ 
ficker  Profiles  (KISS)  (JUSTICE/DEA- 
025). 

(15)  Drug  Enforcement  Administra¬ 
tion  i^[)cciBlised  Automated  Intelligence 
Piles  ( JUSTICE/DEA-026) . 

These  exemptions  apply  only  to  the 
extent  that  information  in  these  S3(stems 
is  subject  ta  exonptions  pursuant  to  5 
U.S.C.  552a  (j)  and  (k) . 

(d)  Exemptions  from  the  particular 
subsections  are  justified  for  the  following 
reasons: 

(1)  from  (c)  (3)  because  the  release  of 
the  disclosure  accounting  for  disclosure 
pursuant  to  the  routine  uses  published 
for  these  systems  would  permit  the  sub¬ 
ject  of  a  criminal  investicration  to  obtain 
valuable  information  concerning  the  na¬ 
ture  of  that  investigation  and  present  a 
serious  impedimejnt  to  law  enforcement. 

(2)  Froos  subsection  (c)  (4)  because  an 
exemption  is  being  claimed  for  subsec¬ 
tion  (d) ,  this  subsection  will  not  be  ap¬ 
plicable. 

(3)  From  subsection  (d)  because  ac¬ 
cess  to  records  contained  in  these  sys- 
tans  would  alert  a  subject  to  the  exist¬ 
ence  of  an  investigation  and  thereby  pro¬ 
vide  information  to  the  subject  which 
might  enable  him  to  avoid  detection  or 
apprehension,  and  present  serious  im- 
p^iment  to  law  enforcement. 

(4)  From  subsection  (e)  (1)  because  in 
the  course  of  criminal  investigations,  the 
Drug  Enforcement  Administration  often 
detects  violation  of  non-drug  related 
laws.  In  the  interests  of  effertive  law 
enforcement,  it  is  necessary  that  DEA 
retain  all  information  obtained  in 


criminal  investigations  because  it  can 
aid  in  establishing  patterns  of  criminal 
activity  and  assist  other  law  enforce¬ 
ment  agencies  that  are  charged  with  en¬ 
forcing  other  segments  of  criminal  law. 

(5)  From  subsection  (e)(2)  because 
information  collected  to  the  greatest  ex¬ 
tent  possible  from  the  subject  individual 
of  a  criminal  investigation  would  provide 
the  subject  with  valuable  information 
which  might  preclude  detection  or  ap¬ 
prehension  of  the  subject  individual. 

(6)  From  subsection  (e)(3)  because 
the  requirement  that  individuals  supply¬ 
ing  informaticm  be  provided  a  form  stat¬ 
ing  the  requirements  of  subsection  (e) 
(5)  would  constitute  a  serious  impedi¬ 
ment  to  law  enforcement  in  that  it  could 
compromise  the  existence  of  a  confiden¬ 
tial  investigation,  reveal  the  identity 
of  confidential  sources  of  informatkm 
and  endanger  the  life  or  physical  safety 
of  confidmtial  informantSu 

(7)  From  subaectlans  (e)(4)  (G)  and 
(H)  because  these  systems  of  records 
are  exempt  from  individual  access  pursu¬ 
ant  to  subsection  (j)  of  the  Privacy  Act 
of  1974. 

(8)  PTom  subsection  (e)  (5)  because  in 
the  collection  of  information  for  law  en¬ 
forcement  purposes  it  is  impossible  to 
determine  in  advance  what  information 
is  accurate,  relevant,  timely  and  com¬ 
plete.  With  the  passage  of  time,  seem¬ 
ingly  irrelevant  or  untimely  information 
may  acquire  new  signi^cance  as  further 
investigation  brings  new  details  to  light 
and  the  accuracy  of  such  information 
can  only  be  determined  in  a  court  of  law. 
The  restrictions  imposed  by  subsection 

(e)(5)  would  restrict  the  ability  of 
trained  investigators  and  inMUgence 
analysts  to  exercise  their  judgmoit  in 
reporting  on  investigations  and  impede 
the  development  of  criminal  intelligence 
necessary  for  effective  law  enforcement. 

(9)  From  subsection  (e)(8)  because 
the  individual  notice  requirements  could 
present  a  serious  impediment  to  law  en- 
forc«nent  by  interfering  with  the  Drug 
Enforcement  Administration's  ability  to 
issue  administrative  techniques  and  in^- 
cedures. 

( 10)  From  subsection  (f)  because  these 
systems  have  been  exempted  from  the  ac¬ 
cess  provisions  of  subsectitm  (d) . 

(11)  From  subsections  (g)  and  (h)  be¬ 
cause  these  systems  are  compiled  for  law 
enforcement  purposes  and  have  been  ex¬ 
empted  from  the  access  ixrovisions  of  sub¬ 
sections  (d)  and  (f). 

(e)  The  following  systems  of  records 
are  from  5  US.C.  552a  (d>(l>  and  (e) 
(1). 

(1)  Grants  of  Confidentiality  Files 
(GCF)  (JUSTICE/DEA-022). 

(2)  DEA  Applicant  Investigations 
( JUSTICE/DEA-024) . 

These  exemptions  apply  only  to  the  ex¬ 
tent  that  information  in  these  systems  is 
subject  to  exemption  pursuant  to  5 
U.S.C.  552a(k)(5). 

(f)  Exemptions  from  the  particular 
subsections  are  justified  for  the  follow¬ 
ing  reasons: 
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(1)  Prom  subsection  (d)(1)  because 
many  persons  are  contacted  who,  with¬ 
out  an  assurance  of  anonymity,  refuse 
to  provide  information  concerning  an 
applicant  for  a  grant  of  confidentiality 
with  DEA.  Permitting  access  to  the  in¬ 
formation  supplied  by  persons  after  a 
promise  of  confidentiality  has  been  given 
could  reveal  the  identity  of  the  source 
of  the  information  and  constitute  a 
breach  of  the  promised  confidentiality  on 
the  part  of  the  Drug  Enforcement  Ad¬ 
ministration.  Such  breaches  ultimately 
would  restrict  the  free  flow  of  informa¬ 
tion  vital  to  a  determination  of  an  ap¬ 
plicant’s  qualifications  for  a  grant. 

(2)  From  (e)  (1)  because  in  the  collec¬ 
tion  of  information  for  investigative  and 
evaluative  purposes,  it  is  impossible  to 
determine  in  advance  what  exact  infor¬ 
mation  may  be  of  assistance  in  deter¬ 
mining  the  qualifications  and  suitability 
of  a  candidate.  Information  which  may 
appear  irrelevant,  when  combined  with 
other  apparently  irrelevant  information, 
can  on  occasion,  provide  a  composite  pic¬ 
ture  of  an  applicant  which  assists  in  de¬ 
termining  whether  a  grant  of  confiden¬ 
tiality  is  warranted. 

The  Department  of  Justice  proposes  to 
issue  regulations  exempting  the  Immigration 
and  Naturalization  Service  Index  System 
(JUSTICE/INS-001)  maintained  by  the  Im¬ 
migration  and  Naturalization  Service  from 
the  provisions  of  subsections  (c)  (3)  and  (4) , 
(d).  (e)  (1),  (2)  and  (3).  (e)(4)  (Q).  (H) 
and  (I),  (e)  (5)  and  (8).  (f),  (g).  and  (h) 
of  5  U.S.C.  552a.  TTie  purpose  of  these  exemp¬ 
tions  is  to  maintain  the  confidentiality  and 
security  of  information  compiled  for  purposes 
of  criminal  investigation. 

Written  comments  on  the  proposed  exemp¬ 
tions  should  be  clearly  labeled  “Privacy  Act 
Exemption  Comments"  and  sent  to; 

Commissioner,  Immigration  and  Naturaliza¬ 
tion  Service,  United  States  Department  of 
Justice,  Room  7100-C,  425  I  Street,  N.W., 
Washington,  D.C.  20538. 

All  comments  must  be  received  no  later 
than  December  1,  1975.  No  oral  hearings  are 
contemplated. 

2.  Section  16.99  is  amended  as  follows; 

§  16.99  Exception  of  Immigration  and 
Naturalization  Service  System—— 
Limited  access. 

(a)  The  following  subsystems  (which 
were  inadvertently  omitted  from  the  De¬ 
partment  of  Justice  publication  in  the 
Federal  Register  on  August  27,  1975)  of 
the  Immigration  and  Naturalization 
Service  Index  System  are  exempt  from 
5  U.S.C.  552a  (c)  (3)  and  (4),  (d),  (e) 
(1),  (2)  and  (3),  (e)(4)  (G),  (H)  and 
(I),  (e)  (5)  and  (8),  (f),  (g),  and  (h) : 
•  •  *  ♦  « 

(22)  Fraudulent  Document  Center  In¬ 
dex. 

(23)  Emergency  Reassignment  Index. 
These  exemptions  apply  to  the  extent 

that  information  in  these  subsystems  is 
subject  to  exemption  pursuant  to  5  U.S.C. 
552a  (j)  and  (k) . 

(b)  Exemptions  from  the  particular 
subsections  are  justified  for  the  following 
reasons; 


(1)  From  subsection  (c)(3)  because 
the  release  of  the  disclosure  accounting 
for  disclosure  pursuant  to  the  routine 
uses  published  for  these  subsystems 
would  permit  the  subject  of  a  criminal 
or  civil  investigation  to  obtain  valuable 
information  concerning  the  nature  of 
that  investigation  and  present  a  serious 
impediment  to  law  enforcement. 

(2)  From  subsection  (c)  (4)  since  an 
exemption  is  being  claimed  for  subsec¬ 
tion  (d),  this  subsection  will  not  be 
applicable. 

(3)  From  subsection  (d)  because  access 
to  the  records  contained  in  these  sub¬ 
systems  would  inform  the  subject  of  a 
criminal  or  civil  investigation  of  the  ex¬ 
istence  of  that  investigation,  provide  the 
subject  of  the  investigation  with  infor¬ 
mation  that  might  enable  him  to  avoid 
detection  or  apprehension,  and  present  a 
serious  impediment  to  law  enforcement. 

(4)  From  subsection  (e)  (i)  because  in 
the  course  of  criminal  or  civil  investiga¬ 
tions,  the  Immigration  and  Naturaliza¬ 
tion  Service  often  obtains  information 
concerning  the  violation  of  laws  other 
than  those  relating  to  violations  over 
which  INS  has  investigative  jurisdiction. 
In  the  interests  of  effective  law  enforce¬ 
ment,  it  is  necessary  that  INS  retain  this 
information  since  it  can  aid  in  establish¬ 
ing  patterns  of  criminal  activity  and 
provide  valuable  leads  for  those  law  en¬ 
forcement  agencies  that  are  charged 
with  enforcing  other  segments  of  the 
criminal  law. 

(5)  From  subsection  (e)  (2)  because  in 
a  criminal  or  civil  investigation,  the  re¬ 
quirement  that  information  be  collected 
to  the  greatest  extent  possible  from  the 
subject  individual  would  present  a  serious 
impediment  to  law  enforcement  in  that 
the  subject  of  the  investigation  would  be 
placed  on  notice  of  the  existence  of  the 
investigation  and  would  therefore  be 
able  to  avoid  detection  or  apprehension. 

(6)  From  subsection  (e)  (3)  because 
the  requirement  that  individuals  supply¬ 
ing  information  be  provided  with  a  form 
stating  the  requirements  of  subsection 
(e)  (3)  would  constitute  a  serious  im¬ 
pediment  to  law  enforcement  in  that  it 
could  compromise  the  existence  of  a  con¬ 
fidential  investigation,  reveal  the  identity 
of  confidential  sources  of  information 
and  endanger  the  life  or  physical  safety 
of  confidential  informants. 

(7)  From  subsection  (e)  (4)  (G)  and 
(H)  because  these  subsystems  of  records 
are  exempt  from  individual  access  pur¬ 
suant  to  subsection  (j)  of  the  Privacy 
Act  of  1974. 

(8)  From  subsection  (e)  (4)  (I)  because 
the  Immigration  and  Naturalization 
Service  maintains  the  confidentiality  of 
sources  of  information  in  order  to  protect 
their  privacy  and  physical  safety  and  to 
maintain  the  confidentiality  of  their  co¬ 
operation.  The  publication  of  categories 
of  cources  would  constitute  a  breach  of 
confidentiality  on  the  part  of  INS  and 
restrict  the  free  flow  of  information  es¬ 
sential  to  effective  law  enforcement. 

(9)  From  subsection  (e)  (5)  because  in 
the  collection  of  informaiton  for  law  en¬ 


forcement  purposes  it  is  impossible  to  de¬ 
termine  in  advance  what  information  is 
accurate,  relevant,  timely,  and  complete. 
With  the  passage  of  time,  seemingly  ir¬ 
relevant  or  untimely  information  may 
acquire  new  significance  as  further  inves¬ 
tigation  brings  new  details  to  light  and 
the  accuracy  of  such  information  can 
only  be  determined  in  a  court  of  law.  The 
restrictions  of  subsection  (e)  (5)  would 
restrict  the  ability  of  trained  investiga¬ 
tors  and  intelligence  analysts  to  exercise 
their  judgment  in  reporting  on  investiga¬ 
tions  and  impede  the  development  of 
criminal  intelligence  necessary  for  effec¬ 
tive  law  enforcement. 

(10)  From  subsection  (e)(8)  because 
the  individual  notice  requirements  of 
subsection  (e)  (8)  could  present  a  serious 
impediment  to  law  enforcement  as  this 
could  interfere  with  the  Immigration  and 
Naturalization  Service’s  ability  to  issue 
administrative  subpoenas  and  could  re¬ 
veal  investigative  techniques  and  pro¬ 
cedures. 

(11)  From  subsection  (f)  because 
these  subsystems  of  records  have  been 
exempted  from  the  access  provisions  of 
subsection  (d) . 

(12)  From  subsection  (g)  because 
these  subsystems  of  records  are  compiled 
for  law  enforcement  purposes  and  have 
been  exempted  from  the  access  provisions 
of  subsections  (d)  and  (f) . 

(13)  From  subsection  (h)  because  to 
permit  the  parent  of  any  minor,  or  the 
legal  guardian  of  an  individual  who  has 
been  legally  declared  incompetent  to  ob¬ 
tain  access  to  a  record  which  is  exempt 
to  the  individual  would  be  a  serious  im¬ 
pediment  to  law  enforcement  in  that  it 
would  enable  the  individual  by  himself 
or  through  the  aid  of  others,  to  avoid 
detection  or  apprehension. 

(14)  In  addition,  these  subsystems  of 
records  are  exempt  from  compliance  with 
the  following  provisions  of  the  Privacy 
Act  of  1974  (5  U.S.C.  552a),  subsections 

(c) (3),  (d),  (e)(1),  (e)(4)  (G),  (H)  and 
(I) ,  and  (f )  to  the  extent  that  the  records 
contained  in  these  subsystems  are  classi¬ 
fied  pursuant  to  Executive  order. 

(c)  The  Border  Patrol  Academy  Index 
Subsystem  is  exempt  from  5  U.S.C.  552a 

(d)  and  (f) . 

'This  exemption  applies  only  to  the  ex¬ 
tent  that  information  in  this  subsystem 
is  subject  to  exemption  pursuant  to  5 
U.S.C.  552a(k) . 

( d )  Exemptions  for  the  particular  sub¬ 
sections  are  justified  for  the  following 
reasons. 

(1)  Prom  subsection  (d)  because  ex¬ 
emption  is  claimed  only  for  those  testing 
and  examination  materials  used  to  de¬ 
termine  an  individual’s  qualifications  for 
retention  and  promotion  in  the  Immi¬ 
gration  and  Naturalization  Service.  This 
is  necessary  to  protect  the  integrity  of 
testing  materials  and  to  insure  fair  and 
uniform  examinations. 

(2)  Prom  subsection  (f)  because  the 
subsystem  of  records  has  been  exempted 
from  the  access  provisions  of  subsection 
(d). 
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DEPARTMENT  OF  JUSTICE 
Notices  of  Systems  Records  Pursuant  to  the  Privacy 
Act  of  1974 
(Order  No.  628-75) 

Attached  hereto  are  notices  of  proposed  systems  of  records 
maintained  by  the  Department  of  Justice  and  required  to  be 
published  in  the  Federal  Register  and  in  annual  compilation  form 
pursuant  to  the  provisions  of  Privacy  Act  of  1974,  P.  L.  93-579. 

The  following  systems  of  records  were  inadvertantly  omitted 
from  the  group  of  notices  published  on  August  27,  1975: 
JUSTICE/DEA— 021,  022,  023,  024,  025,  and  026; 
JUSTICE/LEAA-008  and  009;  JUSTICE/TAX— 003;  and 
JUSTICE/OMF-016  and  017. 

The  following  system  notices  are  reprinted  in  their  entirety  for 
the  reasons  stated.  JUSTICE/BOP — 001:  System  notice,  as 
published,  was  incomplete.  JUSTICE/INS— 001:  Four  new 
subsystems  have  been  added  to  the  original  notice  and  major  revi¬ 
sions  were  made  in  several  subparagraphs  of  the  original  notice. 
JUSTICE/LEAA — 003:  System  Notice,  as  published,  was  deleted 
and  is  replaced  by  this  notice. 

The  following  system  notices  are  partially  reprinted  to  reflect 
new  or  revised  “routine  uses  of  records  maintained  in  the  system, 
including  categories  of  users  and  the  purpose  of  such  uses:’’ 
JUSTICE/BOP— 002,  003  ,  005  ,  007,  008,  and  009; 

JUSTICE/DEA-014;  and.  JUSTICE/OMF-002  and  013. 

Pursuant  to  5  U.S.C.  552a(e)(ll)  interested  persons  are  invited  to 
submit  written  comments  on  those  portions  of  the  notice  which 
describe  the  routine  uses  of  the  system  of  records  listed.  Comments 
may  be  submitted  in  writing  to  the  individual  listed  under  the  head¬ 
ing  “Notifications  Procedure’’  in  the  record  system  description.  All 
comments  must  be  received  by  the  thirtieth  day  following  the  date 
of  publication  of  this  notice. 

No  oral  hearings  are  contemplated. 

Dated:  October  22,  1975. 

Edward  H.  Levi,» 
Attorney  General. 

JDSTICE/BOP  -  001 

System  name:  Custodial  and  Security  Record  System 
System  location:  Records  may  be  retained  at  any  of  the  Bureau’s 
facUities,  the  Regional  Offices  and  the  Central  Office.  Ail  requests 
for  records  may  be  made  to  the  Central  Office:  U.  S.  Bureau  of 
Prisons;  320  First  Street,  N.W.;  Washington,  D.C.  20534. 

Categories  of  individuals  covered  by  the  system:  Current  and 
former  inmates  under  the  custody  of  the  Attorney  General. 

Categories  of  records  in  the  system:  1)  Conduct  Records;  2) 
Escape  Information;  3)  Assault  lirformation;  4)  Disturbance  Infor¬ 
mation;  5)  Investigative  Reports;  6)  Social  Data;  7)  Bus  Move¬ 
ments;  8)  Transfers;  9)  Emergency  I^ns;  10)  Daily  Activity  Sheet; 
11)  Intelligence  Information;  12)  Segregation  Reports  and  Log 
Book;  13)  Special  Offender  List;  14)  Physical  Health  Data;  15)  Per¬ 
sonal  Property  Records;  16)  Identification  and  Sentence  Data;  17) 
Records  of  Work  and  Housing  Assignments;  18)  Visiting  and  Mail 
Records;  19)  Confidential  Informant  Information  from  Inmates, 
Staff,  and  Others;  20)  Work  and  Study  Release  Information;  21) 
FBI  Referral  Record;  22)  Rectal  and  X-ray  Examination  Record; 
23)  Phone  Call  Record. 

Authority  for  maintenance  of  the  system:  This  system  is 
established  and  maintained  under  authority  of  18  U.S.C.  4003,  4042, 
4082. 

Routine  uses  of  records  maintained  in  the  system,  incinding  categ^ 
ries  of  users  and  the  purposes  of  such  uses:  The  routine  uses  of  this 
system  are:  (a)  to  provide  information  source  and  documented 
records  of  the  protection  given  Federal  inmates,  and  security  in 
Federal  penal  facilities;  (b)  to  provide  information  source  to  of¬ 
ficers  and  employees  of  the  Department  of  Justice  who  have  a  need 
for  the  information  in  the  performance  of  their  duties;  (c)  to  pro¬ 
vide  information  source  to  state  and  federal  law  enforcement  offi¬ 
cials  for  investigations,  possible  criminal  prosecutions,  civil  court 
actions,  or  regulatory  proceedings;  (d)  to  provide  information 
source  for  responding  to  inquiries  from  federal  inmates  involved  or 
Congressional  inquiries;  (e)  to  provide  information  source  for  con¬ 
tracting  or  consulting  correctional  a^ncies  who  provide  services  to 
federal  inmates. 


Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  Information  maintained  in  the  system  is  stored  on  docu¬ 
ments. 

Retrievability:  Documents,  are  indexed  by  name  and/or  register 
number. 

Safeguards:  Information  is  safeguarded  in  accordance  with  Bu¬ 
reau  of  Prisons  rules  governing  access  and  release. 

Retention  and  disposal:  Records  in  this  system  are  retained  for  a 
period  of  ten  (10)  years  after  expiration  of  sentence,  then  destroyed 
by  shredding. 

System  managerfs)  and  address:  Chief,  Management  and  Informa¬ 
tion  Systems  Group;  U.  S.  Bureau  of  Prisons;  320  First  Street, 
N.W.;  Washington.  D.C.  20534. 

Notification  procedure:  Address  inquiries  to:  Director;  Bureau  of 
Prisons;  320  First  Street,  N.W.;  Washington,  D.C.  20534  20534.  The 
major  part  of  this  system  is  exempt  from  this  requirement  under  5 
U.S.C.  552a  (j).  Inquiries  concerning  this  system  should  be  directed 
to  the  System  Manager  listed  above. 

Record  access  procedures:  The  major  part  of  this  system  is  ex¬ 
empt  from  this  requirement  under  5  U.S.C.  552a  (j).  To  the  extent 
that  this  system  of  records  is  not  subject  to  exemption,  it  is  subject 
to  access  and  contest.  A  determination  as  to  exemption  shall  be 
made  at  the  time  a  request  for  access  is  received. 

Contesting  record  procedures:  Same  as  the  above. 

Record  source  categories:  1)  Inmates;  2)  Federal  Law  Enforce¬ 
ment  Agencies;  3)  State  and  Federal  F^bation  Services;  4)  Non- 
Federal  Law  Enforcement  Agencies;  5)  Educational  Institution 
(Study  Release);  6)  Relatives,  friends,  and  other  interested  commu¬ 
nity  individuals;  7)  Former  or  Future  Employers;  8)  Evaluations, 
Observations,  and  Findings  of  Institutional  Staff;  9)  Foreign  Law 
Enforcement  Agencies. 

Systems  exempted  from  certain  provisions  of  the  act:  The  Attorney 
General  has  exempted  this  system  from  subsections  (cX3)  and  (4), 
(d),  (eX2)  and  (3),  (eX4XH).  (cX8),  (f)  and  (g)  of  the  Privacy  Act 
pursuant  to  5  U.S.C.  552a  (j).  Rules  have  been  promulgated  in  ac¬ 
cordance  >^th  the  requirements  of  5  U.S.C.  553(b),  (c)  and  (e)  and 
have  been  published  in  the  Federal  Register. 

JUSnCE/LEA  •  003 

System  name:  Inspector  General  Investigative  System. 

System  location:  Office  of  Inspector  General;  Law  Enforcement 
Assistance  Administration;  633  Indiana  Avenue,  N.W.;  Washington, 
D.C.  20531. 

Categories  of  individnals  covered  by  the  system:  Grantees,  sub- 
grantees,  contractors,  subcontractors,  employees,  and  applicants. 

Categories  of  records  in  the  system:  Resolution  of  Investigations 
of  Criminal  or  CivO  Violations  Investigatory  Ca.se  Index  Card  File 
Authority  for  maintenance  of  the  system:  5  U.S.C.  301;  42  U.S.C. 
3791 ,  3792,  3793. 

Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  Investigation  of  possible 
violations  of  law,  whethCT  civil,  criminal  or  regulatory  in  nature  and 
whether  arising  by  general  statute  or  particular  program  statute,  or 
by  regulation,  rule  or  order  pursuant  thereto.  Records  may  be 
referred  to  the  appropriate  agency,  whether  federal,  state,  or  local 
for  the  purpose  of  investigating  or  prosecuting  such  violations  or 
enforcing  compliance  with  statute,  rule,  regulation  or  order. 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  Information  in  the  system  is  stored  in  file  folders  and  on 
index  cards. 

Retrievability:  Information  is  retrieved  by  name  of  respondent 
and  complainant. 

Safeguards:  Information  is  kept  in  locked  file  cabinets  and  com¬ 
bination  safe.  Access  is  limited  to  investigative  personnel. 

Retention  and  disposd:  Complaint  control  logs  are  destroyed 
upon  completion  of  action  on  the  inquiry  or  complaint.  Complaint 
case  files  thereafter  are  not  retrievable  by  name,  number,  or  other 
information  identifiable  to  the  individual.  Other  investigative  infor¬ 
mation  is  destroyed  four  years  after  the  investigation  is  completed. 
System  manager(s)  and  addreas:  Office  of  Inspector  General;  Law 
.  Enforcement  Assistance  Administration;  633  Indiana  Avenue, 
N.W.;  Washington,  D.C.  20531. 

Notification  procedure:  Same  as  the  above. 
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Record  eource  calorics:  Information  contained  in  this  system 
was  received  from  individual  complainants,  witnesses,  grant  files, 
respondents,  official  state  and  federal  records. 

Systems  exempted  from  certain  provisioiis  of  the  act:  The  Attorney 
General  has  exempted  this  system  from  subsections  (d),  (eX4XG) 
and  (H),  and  (f)  of  the  Privacy  Act  pursuant  to  5  U.S.C.  S22a0i). 
Rules  Imve  been  promulgated  in  accordance  with  the  requirements 
of  S  U.S.C.  SS3(b),  (c)  and  (e)  and  have  been  published  in  the 
Federal  Register. 

JUSTICE/LEAA  -  008 

System  name:  Civil  Rights  Investigative  System. 

System  location:  Law  Enforcement  Assistance  Administration; 

633  Indiana  Avenue,  N.W.;  Washington,  D.C.  20S31. 

Categories  of  individuals  covered  by  the  system:  Complaints  of  dis¬ 
crimination  by  individuals  affected  by  &e  agency  program  for 
which  the  agency  has  compliance  responsibility,  grantees,  subgran¬ 
tees,  contractors,  subcontractors,  employees,  and  applicants. 

Categories  of  records  in  the  system:  Civil  Rights  Complaint  Con¬ 
trol  Logs;  Civil  Rights  Litigation  Reference  Files. 

Authority  for  maintenance  of  the  system:  42  U.S.C.  3766(c);  E.O. 
11246  (3  C.F.R.  173)  as  amended  by  E.O.  11375. 

Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  Investigation  of  com¬ 
plaints  and  to  obtain  compliance  with  Civil  Rights  laws.  Users  of 
this  data  are  State  Planning  Agencies,  State  Governors  and  Attor¬ 
neys  General,  Criminal  Justice  Agencies,  Office  of  Federal  Con¬ 
tract  Compliance,  Equal  Employment  Opportunity  Commission, 
and  Office  of  Federal  Revenue  Sharing. 

Policies  and  practices  for  storing,  ivtri^ing,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  Information  in  the  system  is  stored  in  file  folders  and  on 
index  cards. 

Retrievability:  Information  is  retrieved  by  name  of  respondent 
and  complainant. 

Safeguards:  Information  is  kept  in  locked  file  cabinets  and  com¬ 
bination  safe.  Access  is  limited  to  investigative  personnel. 

Retention  and  disposal:  Complaint  control  logs  are  destroyed 
upon  completion  of  action  on  the  inquiry  or  complaint.  Complaint 
case  files  thereafter  are  not  retrievable  by  name,  number,  or  other 
information  identifiable  to  the  individual.  Other  investigative  infor¬ 
mation  is  destroyed  four  years  after  the  investigation  is  completed. 

System  manager(s)  and  address:  Office  of  Civil  Rights  Com¬ 
pliance;  Law  Enforcement  Assistance  Administration;  633  Indiana 
Avenue,  N.W.;  Washington,  D.C.  20531. 

Notification  procedure:  Same  as  the  above. 

Record  access  procedures:  A  request  for  access  to  a  record  con¬ 
taining  civil  rights  investigatory  material  shall  be  made  in  writing 
with  the  envelope  and  letter  cleariy  marked  ‘Privacy  Access 
Request*  to  the  Civil  Rights  System  Manager  listed  above. 

Contesting  record  procedures:  Individuals  desiring  to  contest  or 
amend  information  maintained  in  the  system  should  direct  their 
request  to  the  System  Manager  listed  above,  stating  clearly  and 
concisely  what  information  is  being  contested,  the  reasons  for  con¬ 
testing  it,  and  the  proposed  amendment  to  the  information  sought. 

Record  source  categories:  The  information  contained  in  this 
system  was  received  from  individual  complainants,  witnesses,  grant 
fUes,  respondents,  official  State  and  Federal  records. 

Systems  exempted  from  certain  provisions  of  the  act:  None. 
JUSnCE/LEAA  -  009 

System  name:  Federal  Advisory  Committee  Membership  Files. 

System  location:  Law  Enforcement  Assistance  Administration; 
633  Indiana  Avenue,  N.W.;  Washington,  D.C.  20531. 

Categories  of  individuals  covered  by  the  system:  Individuals  who 
have  been  or  are  presently  members  of  or  are  being  considered  for 
membership  on  advisory  committees  withm  the  jurisdiction  ot  the 
Law  Enforcement  Assistance  Administration. 

Categories  of  records  in  the  system:  Correspondence  with  and 
documents  relating  to  committee  members. 

Authority  for  maintenance  of  the  system:  Federal  Advisory  Com¬ 
mittee  Act,  5  U  .S.C.  App.  I  et  seq. 

Routine  uses  of  records  maintained  hi  the  system,  iBcluding  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  Annual  Report  to  the 
President;  administrative  reports  to  OMB  and  other  federal  agen¬ 
cies. 


Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system:  > 

Storage:  Information  in  system  is  stored  in  file  folders. 

Retrievability:  Information  is  retrieved  by  name  of  individual. 
Safeguards:  Data  is  maintained  in  file  cabinets.  The  entrance  to 
the  budding  requires  building  pass  or  security  ugn-in. 

Retention  and  disposal:  The  data  is  placed  in  an  inactive  file  upon 
discontinuance  of  membership,  held  for  two  years  and  then  retired 
to  the  Federal  Records  Center. 

System  managerfs)  and  address:  Federal  Advisory  Committee  Of¬ 
ficer;  Office  of  General  Counsel;  Law  Enforcement  Assistance  Ad¬ 
ministration;  633  Indiana  Avenue,  N.W.;  Washington,  D.C.  20531. 
Notification  procedure:  Same  as  the  above. 

Record  access  procedures:  A  request  for  access  to  a  record  from 
this  system  shall  be  made  in  writing,  with  the  envelope  and  the 
letter  clearly  marked  ‘Privacy  Access  Request.*  Access  requests 
will  be  directed  to  the  System  Manager  listed  above. 

Contesting  record  procures:  Individuals  desiring  to  contest  or 
amend  information  maintained  in  the  system  should  direct  their 
request  to  the  System  Manager  listed  above,  stating  clearly  and 
concisely  what  information  is  being  contested,  the  reasons  for  con¬ 
testing  it.  and  the  proposed  amendment  to  the  information  sought. 

Record  source  categories:  Sources  of  information  are  supplied 
directly  by  individuals  about  whom  the  record  pertains,  references, 
recommendations,  program  personnel,  and  biographical  reference 
books. 

Systems  exempted  from  certain  provisions  of  the  act:  None. 
JUSnCE/INS  -  001 

System  name:  THE  IMMIGRATION  AND  NATURALIZATION 
SERVICE  INDEX  SYSTEM  WHICH  CONSIST  OF  THE 
FOLLOWING  SUBSYSTEMS. 

A.  Agency  information  control  record  index. 

B.  Alien  address  report  index. 

C.  Alien  enemy  index. 

D.  Automobile  decql  parieing  identification  system  for  employees. 

E.  Centralized  index  and  records  relati^  to,  but  not  limited  to 
aliens  lawfully  admitted  for  permanent  residence  and  United  States 
citizens  (Master  index). 

F.  Congressional  Mail  Unit  correspondence  control  index. 

G.  Document  vendors  and  alterers  index  (Service  documents). 

H.  Enforcement  branch  indices: 

1.  Air  detail  office  index  system. 

2.  Anti-smuggling  index  (general). 

3.  Anti-smuggling  information  centers  systems  for  Canadian 
and  Mexican  borders. 

4.  Border  Patrol  Academy  index. 

5.  Border  Patrol  sectors  general  index  system. 

6.  Contact  index. 

7.  Criminal,  immoral,  narcotic,  racketeer,  and  subversive 
indices. 

8.  Enforcement  correspondence  control  index. 

9.  Fraudulent  document  center  index  system. 

10.  Informant  index. 

11.  Suspect  third  party  index. 

I.  Examinations  correspondence  control  index. 

1.  Branch  indices. 

2.  Service  lookout  system. 

J.  Extension  training  program  enroUees. 

K.  Finance  section  indices. 

1.  Accounts  with  creditors. 

2.  Accounts  with  debtors. 

L.  Freedbm  of  Information  correspondence  control  index 

M.  Intelligence  index. 

N.  Microfilmed  manifest  records 

O.  Naturalization  and  citizenship  indexes. 

1.  Naturalization  and  citizenship  docket  cards. 

2.  Examiner’s  docket  lists  of  petitioners  for  naturalization. 

3.  Master  docket  list  of  petitons  for  naturalization  pending  one 
year  or  more. 

P.  Personnel  investigations  index. 

Q.  Procurement  •  property  issued  employees. 

R.  Security  system  access  clearance  information  index  system. 

S.  White  House  and  AtUmiey  General  correspondence  control 
index. 

T.  Health  Record  System. 

U.  Personal  Data  Card  System. 

V.  Compassionate  Cases  System. 
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W.  Emergency  Reassignment  Index. 

System  location: 

A.  Central  Office;  425  T  Street;  N.W.  Washington;  D.C.  20536. 

B.  Regional  Offices: 

1.  Burlington,  Vermont 

2.  Fort  Snelling,  Twin  Cities,  Miimesota 

3.  Richmond,  Virginia 

4.  San  Pedro,  CaUfomia 

C.  District  Offices  in  the  United  States: 

1.  Anchorage,  Alaska 

2.  Atlanta,  Georgia 

3.  Baltimore,  Maryland  ■ 

4.  Boston,  Massachusetts 

5.  Buffalo,  New  York 

6.  Chicago,  Illinois 

7.  Cleveland,  Ohio 

8.  Denver,  Ctdorado 

9.  Detroit,  Michigan 

10.  El  Paso,  Texas 

11.  Hartford,  Connecticut 

12.  Helena,  Montana 

13.  Honolulu,  Hawaii 

14.  Houston,  Texas 

15.  Kansas  City,  Missouri 

16.  Los  Angeles,  California 

17.  Miami,  Florida 

18.  Newark,  New  Jersey 

19.  New  Orleans,  Louisiana 

20.  New  York,  New  York 

21.  Omaha,  Nebraska 

22.  Philadelphia,  Pennsylvania 

23.  Phoenix,  Arizona 

24.  Portland,  Maine 

25.  Portland,  Oregon 

26.  St.  Albans,  Vermont 

27.  St.  Paul,  Minnesota 

28.  San  Antonio,  Texas 

29.  San  Francisco,  California 

30.  San  Juan,  Puerto  Rico 

31.  Seattle,  Washington 

32.  Washington,  D.C. 

D.  District  offices  in  foreign  countries; 

1.  Hoi:g  Koi^t  B.C.C. 

2.  Mexico  City,  Mexico 

3.  Rome,  Italy 

E.  Sub  Offices: 

1.  Asana,  Guam 

2.  Albany,  New  York 

3.  Cincinnati  Ohio 

4.  Dallas,  Texas 

5.  Hammond,  Indiana 

6.  Harlingen,  Texas 

7.  Las  Vegas,  Nevada 

8.  Memphis,  Teimessee 

9.  Milwaukee,  Wisconsin 

10.  Norfolk,  Virginia 

11.  Pittsburgh,  Pennsylvania 

12.  Providence,  Rhode  Island 

13.  Reno,  Nevada 

14.  St.  Louis,  Missouri 

15.  Salt  Lake  City,  Utah 

16.  San  Diego,  California 

17.  Spokane,  Washington 

F.  Border  Patixd  Sector  Headquarters: 

1.  Blaine,  Washington; 

2.  Buffalo,  New  York; 

3.  Chula  Vista,  California; 

4.  Del  Rio,  Texas; 

5.  Detroit,  Michigan; 

6.  El  Centro,  CaMomia; 

7.  El  Paso,  Texas; 

8.  Grand  Forks,  North  Dakota; 

9.  Harve,  Montana; 

10.  Houlton,  Maine; 

11.  Laredo,  Texas; 

12.  Livermore,  Cahfomia; 

13.  Marfa,  Texas; 

14.  McAllen,  Texas; 

15.  Mianti,  Florida; 

16.  New  Orleans,  Louisiana; 


17.  Ogdensburg,  New  York; 

18.  Spokane,  Washington; 

19.  Swanton,  Vermont; 

20.  Tucson,  Arizona; 

21.  Yuma,  Arizona 

G.  Border  T^trol  Academy  -  Los  Fresnos,  Texas 

H.  Charlotte  Amalie,  St.  Thomas,  Virgin  Islands 

I.  Sub  offices  in  foreign  countries: 

1.  Athens,  Greece 

2.  Frankfurt,  Germany 

3.  Naples,  Italy 

4.  Palermo,  Italy 

5.  Rome,  Italy 

6.  Tokyo,  Japan 

7.  Vienna,  Austria 

Addresses  of  each  office  are  listed  in  the  telephone  directories  of 
the  respective  cities  listed  above  under  the  heading  ‘United  States 
Government,  Immigration  and  Naturalization  Service*. 

Categories  of  individaals  covered  by  the  system: 

A.  Agency  information  control  record  index  (Location  A,  supra) 

1.  United  States  citizens,  resident  and  non-resident  aliens 
named  in  documents  classified  for  National  Security  reasons. 

2.  Individuals  referenced  in  documents  classified  for  National 
Security  reasons. 

B.  Alien  address  reports  (Form  1-53),  1975  and  subsequent  years. 
(Locations:  C,  D,  and  H  supra). 

C.  Alien  enemy  index  (Lwation:  A  supra) 

1.  Alien  enemies  who  were  interned  during  World  War  U. 

2.  Americans  of  Japanese  ancestry  (Nisei)  who  returned  to 
Japan  and,  during  Work)  War  II,  either  accepted 
employment  by  the  Japanese  Government  or  became 
naturalize  in  Japan. 

D.  AutonoobOe  decal  parldng  identification  for  employees. 
(Location  B-4  supra). 

Current  Ser^e  employees  of  this  office  who  have  the 
privilege  of  paridng  their  cars  on  ^vemment  premises,  have 
a  decal  for  their  cars  for  parking  Mentification. 

E.  Centralized  index  (Master  index).  (Locations:  A,  C,  D,  E  and 
I  supra) 

1.  Aliens  lawfully  admitted  for  permanent  residence,  and 
United  States  citizens;  aqd  individuals  who  are  under 
investigation,  were  investigated  in  the  past,  or  who  are 
suspected  of  violating  the  criminal  or  civil  provisions  of 
treaties,  statutes.  Executive  orders  and  Presidential 
proclamation  administered  by  the  Immigration  and 
Naturalization  Service,  hereinafter  referred  to  as  the 
Service,  and  witnesses  and  informants  having  knowledge  of 
such  violations. 

F.  Congressional  Mail  Unit  (Location  A,  supra) 

1.  Ai^s  lawfully  admitted  for  permanent  residence  and  United 
States  citizens  named  in  correspondence  received  including, 
but  not  necessarily  limited  to:  a.  employees  and  past 
employees;  b.  federal  state  and  local  officials;  and  c. 
membm  of  the  general  public. 

2.  Aliens  lawfully  admitted  for  permanent  residence  and  United 
States  citizens  named  in  reports  or  correspondence  received, 
as  individuals  investigated  in  the  past  or  under  active 
investigations  for,  or  suspected  of  violations  of,  the  criminal 
or  civfl  provisions  of  statutes  enforced  by  the  Service, 
including  Presidential  proclamations  and  Executive  orders 
relating  thereto,  and  witnesses  and  informants  having 
knowl^ge  of  violations. 

G.  Document  vendors  and  alterers  index  (Service  documents) 
(Location  B-4;  duplicates  are  housed  in  several  Service  offices  in 
the  southwest  region).  This  index  relates  to,  but  is  not  limited  to, 
aliens  lawfully  admitted  for  permanent  residence  and  United  States 
citizens. 

H.  Enforcement  Branch  Indices 

1.  Group  one  ~  (Locations:  A,  B,  C  and  E,  supra)  -  contact 
index;  informant  index;  anti-smuggling  index  (General); 
criminal,  immoral,  narcotic,  racketeer  and  subversive 
indices;  and  suspect  third  party  index  -  all  relate  to  same 
general  categories  of  individuals  as  follows; 

(a)  Aliens  lawfully  admitted  for  permanent  residence,  and 
citizens  who  are  in  a  position  to  know  or  karn  of,  and  assist 
in  locating  aliens  illegally  in  the  United  States. 

(b)  Aliens  lawfully  admitted  for  permanent  residence,  aitd 
citizens  who  are  former  or  present  members  of  an 
organization  subversive  in  nature,  whether  foreign  or 
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domestic,  and  are  willing  to  appear  as  government  witnesses 
to  testify  as  to  their  knowledge  of  an  individual’s 
membership  therein,  or  as  to  the  nature,  aims  and  purpose  of 
the  organization,  or  as  to  the  identification,  publication, 
distribution  and  authenticity  of  the  literature  of  such 
organization,  or  are  in  possession  of  information  relative  to 
such  organization  or  on  specific  individuals  and  are  willing  to 
cooperate  with  the  Immigration  and  Naturalization  Service, 
or  who  although  they  have  not  been  members  of  subversive 
organizations,  are  in  possession  of  information  relating  to 
such  organizations  or  members  thereof,  and  are  willing  to 
cooperate  with  the  Service  on  a  continuing  basis; 

(c)  Aliens  lawfully  admitted  for  permanent  residence,  and 
citizens  who  are  known  or  suspected  of  being  professional 
arrangers,  transporters,  harborers,  and  smug^ers  of  aliens, 
who  operate  or  conspire  to  operate  with  others  to  facUitate 
the  surreptitious  ent^  of  an  alien  over  a  coastal  or  land 
border  of  the  United  States  and  witnesses  having  knowledge 
of  such  matters; 

(d)  Aliens  lawfully  admitted  for  permanent  residence  and 
citizens  who  are  known  or  suspected  of  being  habitual  or 
notorious  criminals,  immorals,  narcotic  violators  or 
racketeers,  or  subversive  functionaries  or  leaders; 

(e)  Aliens  lawfully  admitted  for  permanent  residence,  and 
citizens  who  are  known,  or  are  believed,  to  be  engaged  in 
fraud  operations  involving  the  preparation  and  submission  of 
visa  petitions  and  other  applications  for  Service  benefits,  or 
the  preparation  and  submission  of  applications  for  immigrant 
visas  and/or  Department  of  Labor  certifications,  or  the  filing 
of  false  United  States  birth  registrations  for  alien  children  to 
enable  parents  who  are  immigrant  visa  applicants  to  evade 
the  labor  certification  requirements  or  to  enable  such 
children  to  pose  as  citizens. 

2.  Group  two  ~  relate  to  specific  categories  of  individuals  as 
follows: 

(a)  Ah’  detail  office  index  system  (Location;  F,  21 ,  supra)  (1) 

The  majority  of  the  system  contains  information  rebting  to 
United  States  citizens  and  aliens  lawfully  admitted  for 
permanent  residence  who  are  pilots  and/or  owners  of  private 
aircraft  and  who  have  engaged  in  flying  between  the  United 
States  and  foreign  countries.  (2)  The  system  also  contains 
information  of  an  investigative  nature  relative  to  pilots, 
owners,  and  associates,  including  United  States  citizens  and 
aliens  lawfully  admitted  for  permanent  residence,  who 
engage  in,  or  are  suspected  of  being  engaged  in,  illegal 
activity,  such  as  alien  smuggling  or  entry  without  inspection. 

(b)  Anti-smuggling  information  centers  for  the  (Canadian  border 
and  Mexican  bwder.  (Location:  Northern  Border:  F-19, 
supra  -  Southern  Border:  F-21 ,  supra).  Categories  of 
individuals  include  United  States  citizens  and  aliens  lawfully 
admitted  for  pennanent  residence  who  are  smugglers  or 
transporters  of  illegal  aliens,  or  who  are  suspects  in  the 
violation  statutes  relating  to  smuggling  and  transporting 
illegal  aliens. 

(c)  Border  Patrol  Academy  index  system  —  (Location:  G, 
supra).  United  States  citizens  who  are:  students  in 
attendance  at  the  Border  Patrol  Academy;  former  students 
who  have  attended  the  Academy;  and  officers  attending 
advanced  training  classes  at  the  Academy. 

(d)  Border  Patrol  S^tors  general  index  ~  (Locations:  F, 
supra).  (1)  United  States  citizens  who  are  past  or  present 
employees  of  the  Service;  and  (2)  United  States  citizens  and 
aliens  lawfully  admitted  for  pennanent  residence  classified 
as  law  vi<rfators,  witnesses,  contacts,  informants,  members 
of  the  general  public,  federal,  state,  county  and  local 
officials. 

(e)  Fraudulent  Document  Center  index  system  ~  (Location:  F- 
21 ,  supra).  The  system  contains  information  relating  to 
United  States  citizens  and/or  aliens  lawfully  admitted  for 
pennanent  residence  categorized  as  members  of  the  general 
public.  Notaries  Public,  state  and  local  birth  registration 
officials  and  employees,  immigration  law  violators,  vendors 
of  documents,  dionors  of  documents,  midwives  and 
witnesses.  AIm  included  in  the  system  are  names  and 
information  of  fictitious  non-existent  individuals  such  as  may 
be  used  by  counterfeiter  or  alterer  of  citizenship  documents. 

3.  Group  three  - 

(a)  Enforcement  correspondence  control  index  ~  (Location:  A, 
supra  -  Associate  Commissioner,  Enforcement).  (1)  Aliens 
lavriully  admitted  for  permanent  residence  and  citizens  of 


the  United  States  named  in  corresppondence  received, 
including  but  not  necessarily  limited  to:  a.  employees  and 
past  employees;  b.  federal,  state,  and  local  officUds;  and  c. 
members  of  the  general  public.  (2)  Aliens  lawfully  admitted 
for  permanent  residence  and  citizens  of  the  Unit^  States 
named  in  documents,  reports  or  correspondence  received  as 
individuals  under  investigation,  or  investigated  in  the  past,  or 
suspected  of  violation  of  the  criminal  or  civfl  provisions  of 
the  statutes  enforced  by  the  Service,  including  Presidential 
Executive  Orders  and  Proclamations  relating  thereto,  and 
witnesses  and  informants  having  knowledge  of  violations. 

I.  Examinations  branch  indexes  (Location:  A,  supra  (duplicates 
are  in  some  local  offices))  Aliens  lawfully  admitted  for  permanent 
residence  and  United  States  citizens  and  individuals  who  are  viola¬ 
tors  or  suspected  violators  of  the  criminal  or  civil  provisions  of 
statutes  enforced  by  tfie  Service. 

J.  Extension  training  program  enrollees  (Location:  A,  supra)  con¬ 
tains  the  names  of  Service  employees,  and  other  federal  agency 
employees  eiuoDed  m  extension  training  program  courses. 

K.  Finance  Section  indexes  ~  (Locations:  A  and  B,  supra) 

1.  Individuals  who  are  indebted  to  the  United  States 
Govenunent  for  goods,  services,  or  benefits  or  for 
administrative  fines  and  assessments; 

2.  Employees  who  have  received  travel  advances  or 
overpayments  from  the  United  States  Government,  who  are 
in  arrears  in  their  accounts,  or  who  are  liable  for  damage  to 
Government  property, 

3.  Vendors  who  have  furnished  supplies,  material,  equipment 
and  services  to  the  Government; 

4.  Employees,  witnesses  and  special  deportation  attendants 
who  have  performed  official  travel;  and 

5.  Employoees  and  individuals  who  have  a  valid  claim  against 
the  Government. 

L.  Freedom  of  Information  correspondence  control  index 
(Locations:  A;  B;  C;  D;  E;  F;  G;  H  and  I,  supra)  Individuals  who  ' 
request,  under  the  Freedom  of  Information  Act,  access  to,  or  co¬ 
pies  of,  records  maintained  by  the  Service. 

M.  Intelligence  index  —  (Locations:  A  and  B,  supra)  Aliens  who 
have  been  lawfully  admitted  to  the  United  States  for  pennanent  re¬ 
sidence  and  United  States  citizens,  who  have,  or  who  are  suspected 
of  having,  violated  the  criminal  or  civil  provisions  of  the  statutes 
enforced  by  the  Service. 

N.  Micixkilmed  manifest  records  ~  (Locations:  A,  C-26,  C-10,  C- 
20,  and  C-29,  supra)  Aliens  lawfully  admitted  for  permanent  re¬ 
sidence  to  the  United  States  and  United  States  citizens. 

O.  Naturalization  and  citizenship  indexes. 

1.  Naturalization  and  citizenship  docket  cards  (Locations:  C 
and  E  supra,  except  E-6,  7,  8  and  13).  Aliens  lawfully 
admitted  for  permanent  residence  and  cttizens  of  the  United 
States,  and  other  individuals  seeking  benefits  under  Title  III 
of  the  Immigration  and  Nationality  Act  of  19S2,  as  amended. 

2.  Examiner’s  docket  lists  of  petitioners  for  naturalization. 
(Locations:  C  and  E  supra.  Except  E-  6,  7,  8,  and  13.) 
Petitioners  for  naturalization  and  benefikiaries 

3.  Master  docket  list  of  petitioners  for  naturalization  pending 
one  year  or  more.  (Locations:  A,  B,  C  and  E  supra.  Except 
E-6,  7,  8  and  13.)  Petitioners  for  natiualization  and 
beneficiaries. 

P.  Personnel  Investigations  ~  (Location:  A,  supra)  Employees, 
former  employees,  other  Government  agency  employees  designated 
to  perform  immigration  functions,  witnesses,  informants,  and  cer¬ 
tain  persons  having  contacts  with  Service  operations. 

Q.  Property  issued  to  emi^yees  -  (Locations:  A,  B,  C,  E  and  F, 
supra).  Employees  of  the  Service  who  have  been  issued  property 
and  have  in  addition  signed  for  receipt  of  the  property  on  Form  G- 
570. 

R.  Security  system  -  (Location;  A  supra).  United  States  citizens 

and  aliens  lawfully  admitted  for  permanent  residence  to  the  United 
States  currently  employed  with  the  Service  who  have  been  cleared 
for  access  to  documents  and  materials  classified  in  the  interest  of 
National  Security.  , 

S.  White  House  and  Attorney  General  correspondence  control 
index  -  (Location;  A,  supra).  Citizens  and  aliens  lawfully  admitted 
for  permanent  residence  to  the  United  States  named  in  correspon¬ 
dence  received,  including,  but  not  necessarily  limited  to;  (a)  em¬ 
ployees  and  past  employees  of  the  Service;  (h)  federal,  state  and 
local  officials;  and  (c)  members  of  the  general  public. 

T.  Health  Record  System  (Location:  A,  supra).  Persons  at  Loca¬ 
tion  A,  supra,  who  need  health  services  or  who  require  emergency 
treatment. 
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U.  Personal  Data  Card  System  (Locations:  A  and  B,  supra).  Em¬ 
ployees  and  former  employees  of  the  Service. 

V.  Compassionate  Cases  System.  (Locations:  A  and  B-1  and  4, 
supra).  Employees  of  the  Service. 

W.  Emergency  Reassignment  Index  (Locations:  B,  C,  E  and  F). 
Employees  of  the  Service. 

Categories  of  records  in  the  system: 

A.  Agency  mformation  control  record  index  system  contains. 

1.  Top  secret  and  secret  material  originated,  received  or 
transmitted  by  Service  officers  that  has  been  classified  as 
National  Security  information  including  all  copies  prepared 
from  a  controlled  document 

2.  Confidential  material  originated  by  another  agency  which  is 
received  by  this  Service  including  all  copies  prepared  from  a 
controDed  document. 

3.  AH  investigative  reports,  responses  to  security  checks,  and 
material  of  an  intel^nce  nature  concerning  individuals, 
organizations,  movements,  conditions  in  foreign  countries, 
received  from  sources  within  the  Department  of  Justice  a^ 
other  federal  intelligence  sources. 

B.  Alien  address  report  index.  This  system  contains  information 
such  as  name,  address,  occupation,  (^te  of  admission  into  the 
United  States  and  Alien  Registration  number. 

C.  Alien  enemy  index.  system  contains  a  microfilm  index  of 
each  file  opened  on  these  individuals. 

D.  Automobile  decal  parking  identification  system  for  employees 
vehicles.  This  system  contains  a  list  by  number  of  each  DJ  decal 
car  sticker  issu^  by  the  Secui^  Division  to  regional  employees 
who  require  car  parldng  permission. 

E.  Centralized  index  and  records  relating  to  permanent  reudent 
alliens,  and  citizens  of  the  United  States  (Master  index).  The 
system  consists  of  records  relating  to  the  categories  of  individuals 
described  in  E-1 ,  supra.  The  records  contain  various  Service  forms, 
applications  and  petitions  for  benefits  under  the  immigration  and 
nationality  laws,  reports  of  investigation,  sworn  statements,  and  re¬ 
ports,  correspondence  and  memoranda. 

F.  Congressional  mail  unit.  This  system  contains  a  permanent 
index  record  for  each  report  or  piece  of  correspondence  received. 
Information  maintained  in  the  index  of  this  subsystem  is  that  which 
is  entered  on  a  3‘  x  S*  index  card.  The  index  record  is  solely  a  loca¬ 
tor  reflecting  the  name  of  the  individual  and  the  number  of  the  file 
in  which  specific  information  concerning  the  individual  is  main¬ 
tained. 

G.  Document  vendors  and  aherers  index  (Service  documents). 
This  system  consists  of  *mug  book*  containing  photos  of  alleged 
immigration  law  vkdators  involved  in  the  supply  of  fradulent  docu¬ 
ments,  and  data  relating  to  the  pictured  violators  including:  name, 
aliases,  vital  statistics,  method  of  operation,  list  of  convictions, 
present  location,  and  source  material. 

H.  Enforcement  branch. 

1.  Group  one  ~  contact  index;  informant  index;  anti-smuggling 
index  (general);  criminal,  immoral,  narcotic,  racketeer  and 
subversive  indices;  and  su^ect  third  party  index:  These 
systems  of  records  are  maintained  on  the  following. 

(a)  Form  G-598,  ‘Contact  Record*. 

(b)  Form  G-169,  ‘Informant  Record*. 

(c)  Form  G-170,  ‘Smuggler  Information  Index  Card*. 

(d)  Alphabetical  index  cards  reflecting  the  name  of  the 
individual  and  the  file  in  which  specific  information 
concerning  the  individual  is  housed.  Some  index  cards  reflect 
the  individual’s  biographic  data,  address,  etc.,  and  may 
contain  a  brief  description  of  the  individual’s  activities. 

2.  Group  two. 

(a)  Air  detail  office  index.  The  primary  record  in  the  system  is 
Form  I-92A,  Report  of  Private  Aircraft  Arrival,  which  is 
executed  by  the  inspecting  official  upon  arrival  of  a  private 
aircraft  from  foreign  territory.  There  are  also  indices,  forms, 
investigative  reports,  records,  and  correspondence  relative  to 
aircraft  arrivab,  failure  to  report  for  inspection,  and  known 
or  suspected  alien  smuggling  operations  wherein  aircraft  are 
utilized.  In  addition,  microfiche  containing  names  of  owners 
of  aircraft  of  United  States  registry  are  maintained  at  this 
location. 

(b)  Anti-smuggling  information  centers  for  the  Canadian  and 
Mexican  borders.  This  system  contains  G-170,  Smuggler 
Information  Index  Card,  other  index  cards,  and 
correspondence  relating  to  anti-smuggling  activities.  Two 
indices  of  active  smugglers  are  compiled,  one  for  the 
Canadian  bmder  and  the  other  for  the  Mexican  border  area. 


These  indices  are  in  loose  leaf  booklet  form  and  are 
distributed  to  Border  Patrol  offices  in  the  respective  border 
areas. 

(c)  Border  Patrol  Academy  index.  This  system  contains  general 
information  and  correspondence  regarding  the  student's 
academic  progress  in  training.  Thee  information  is 
maintained  on  the  following  forms.  (1)  SW  91  -  Probationary 
Achievement  Report  (2)  SW  91A  -  Scholastic  Grade 
Worksheets.  (3)  SW  91B-10  BTC  Achievement  Report 
Immigration  Inspector.  (4)  SW  91C  -  10  BTC  Achievement 
Report  Investigator.  (S)  SW  96  -  Class  Rating  Form.  (6)  SW 
128  -  Training  Data.  (7)  SW  282  -  Registration  Information 
Form.  (8)  446  -  Conduct  and  Efficiency  Report  of 
Probationary  Employee  5  1/2  and  10  months  exam  grades. 

(d)  Border  Patr<^  sectens  general  index.  (1)  This  system 
contains  indices,  forms,  reports  and  records  relating  to 
activities  of  the  Border  Patrol.  Included  in  the  various 
segments  of  the  system  are  the  following  numbered  and 
titled  forms:  a.  Form  1-44  -  Record  of  Apprehension  or 
Seizure;  b.  Form  I-21SW  -  Affidavit  -  witness;  c.  Form  I- 
263A  and  I-263B  -  Record  of  Sworn  Statement;  d.  Form  I- 
19S  -  Criminal  Prosecution  Control  Card;  e.  Form  I-263W  - 
Records  of  Sworn  Statement  -  witness;  f.  Form  1-326  - 
Prosecution  Reports;  g.  Form  G-170  -  Smuggler  Information 
Index  C^ard;  h.  Form  G-296  -  Report  of  Violation  of  Section 
239,  Immigration  and  Nationality  Act;  i.  Form  G-330  - 
Notice  of  Action  Information;  j.  Form  G-44S  -  Conduct  and 
Efficiency  Evaluation  of  Prol»tionary  Appointees;  and  k. 

Form  G-S98  -  Contact  Record.  (2)  This  system  also  contains 
copies  of  correspondence  and  memoranda  between  offices  of 
the  Service  and  with  outside  agencies  and  individuals,  as 
well  as  photographs  of  some  violators  of  the  immigration 
laws  or  of  individuals  suspected  of  being  involved  in 
immigration  law  violations.  (3)  The  Service  lookout  book  and 
bookkts  of  indexes  of  active  smugglers  are  at  each  location; 
however,  these  are  duplicated  records  which  are  rep<»ted 
separately  in  other  systems  of  records. 

(e)  Fraudulent  document  center  index.  This  system  contains 
birth  certificates,  baptismal  certificates,  and  other 
indendfication  dwuments  used  by  aliens  to  support  their 
fraudulent  claims  to  United  States  citizenship.  Most  of  the 
documents  are  genuine,  however,  there  are  also  counterfeit 
and  altered  documents  in  the  system.  Also  within  the  system 
are  cross  indexes,  investigative  reports,  and  records  of 
individuals  involved  in  fraud  schemes  and  of  individuals 
whose  documents  have  been  put  to  fraduulent  usage. 
Correspondence  and  memoranda  between  the  Fraudulent 
Document  Center  and  other  Service  Offices,  outside 
agencies  and  individuals  are  retained; 

3.  Group  three. 

(a)  Enforcement  correspondence  control  index.  This  system 
contains  a  semi-permanent  index  record  for  each  document, 
report  or  piece  of  correspondence  received.  Information 
maintained  in  the  system  is  that  which  is  entered  on  Form  G- 
617,  ‘Correspondence  Control  Card*,  and  CO  Form  147, 
‘Call-Up  Index  -  DonMstic  Control*.  The  index  record  is 
primarily  a  locator  reflect^  the  name  of  the  individual  and 
the  file  in  which  specific  information  concerning  the 
individual  is  housed. 

I.  Examinations  branch. 

1.  Examinations  correspondence  control  index:  contains  a 
semi-permaneimt  index  record  for  each  document,  report  or 
piece  of  correspondetree  received.  Information  maintained  in 
the  system  is  t^t  which  is  entered  on  Form  G-617, 
‘Correspondence  Coatiol  Card*.  The  index. record  is 
primarily  a  locator  reflecting  the  tu^e  of  the  individual  and 
the  file  in  which  specific  information  concerning  the 
individual  is  housed. 

2.  Service  lookout  system  contains  nanMs  of  violators,  alleged 
violators  and  suspected  violators  of  the  crimiiud  or  civil 
provisions  of  .statutes  enforced  by  the  Service. 

J.  Extention  training  program  eiux>llMs.  The  system  contains  a 
folder  for  each  eiuoQee.  Each  fr^er  contains  a  complete  record  of 
the  enrollee’s  test  scores,  correspsondence  and  dates  of  every  ac¬ 
tion  taken  with  regard  to  the  mailing  of  lesson  materials,  receipt  of 
tests,  scoring  and  mailing  out  test  results  and  dates  certificates 
were  completed  and  mailed. 

K. 

1.  Accounts  with  creditors.  The  records  consist  of  vendors’ 
invoices,  purchase  orders,  travel  vouchers  and  claims  filed 
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by  appropriation  for  the  fiscal  year  from  which  payment  is 
chargeable. 

2.  Accounts  with  debtors.  The  records  consist  of  bills  for 
inspection  services  performed  under  the  Act  of  March  2, 

1931  (8  U.S.C.  13S3a);fees,  fines,  penalties  and  deportation 
expenses  assessed  pursuant  to  the  Immigration  and 
Nationality  Act;  and  employee  indebtedness  for  travel 
advances,  for  the  unofficial  use  of  Government  facilities  and 
services,  for  damage  to  or  loss  of  Government  property,  and 
for  the  erroneous  or  overpayment  of  compensation  for  travel 
expenses. 

L.  Freedom  of  Information  correspondence  control  index.  The 
system  contains  an  index  record  for  each  piece  of  correspondence 
received  requesting  information  under  the  Freedom  of  Information 
Act 

M.  Intelligence  index.  This  system  contains  a  semi-permanent 
index  record  for  each  document,  report,  bulletin  or  correspondence 
received.  The  index  is  categorized  by  name,  violation,  and  activity. 
The  index  is  primarily  a  locator  reflecti^  the  category,  source  of 
material  and  specific  housing  of  information. 

N.  Microfilmed  manifest  records.  Microfilmed  indices,  and  ar¬ 
rival  and  departure  manifests  reflecting  brief  biographical  data  and 
facts  of  arrival  or  departure.  The  arrival  records  for  certain  ports 
date  from  1891  and  departure  records  date  from  1900.  The  records 
are  not  complete;  certain  records  were  destroyed  and  were  not 
microfilmed. 

O. 

1.  Naturalization  and  citizenship  docket  cards.  Docket  cards 
consist  of  3*  x  5*  or  S‘  x  8‘  index  cards  arranged 
alphabetically  according  to  name  of  applicant,  beneficiary  or 
petitioner,  indicating  type  of  application  submitted,  date  of 
receipt,  fde  and/or  petition  number,  and  court  number 
wherein  petition  for  naturalization  was  ffled.  The  docket 
cards  are  locators  for  the  fdes  in  which  specific  information 
concerning  the  individuals  is  maintained. 

2.  Examiner’s  docket  lists  of  petitioners  for  naturalization. 

Lists  of  petitioners  for  naturalization  (Form  N-476)  are 
arranged  chronologically  for  each  court  exercising 
naturalization  jurisdiction,  showing  petition  number,  petition 
filing  date,  file  number,  court  number,  name  of  petitioner  for 
naturalization,  name  of  beneficiary  in  whose  behalf  a 
petition  is  filed,  proposed  recommendation  by  the 
naturalization  examiner  and  reasons  for  the  continuance.  The 
lists  serve  as  locators  for  the  files  in  which  specific 
information  concerning  the  petitioners  is  maintained. 

3.  Master  docket  lists  of  petitions  for  naturalization  pending 
one  year  or  more.  Master  docket  lists  of  petitions  for 
naturalization  (Form  N-476)  pending  for  a  year  or  more  eire 
arranged  chronol^cally  for  each  court  exercising 
naturalization  juri^ction  showing  the  petition  number, 
petition  filing  date,  petitioner’s  name,  recommendation  and 
issues  and  reason  why  petition  is  stiO  pemding.  The  lists 
serve  as  locators  for  the  files  in  which  specific  information 
concerning  the  petitioners  is  maintained. 

P.  Personnel  investigations  index.  Contains  two  separate  card 
index  files,  one  for  cases  under  active  investigation,  and  the  other 
for  formerly  active  cases  now  closed.  These  cards  are  locator  cards 
Usting  names  of  investigation  subjects,  their  locations,  and  the  al¬ 
legations  under  investigation.  Two  relating  sets  of  temporary  work 
folders  exist  housing  open/closed  allegations  of  misconduct  and  in¬ 
vestigative  reports. 

Q.  Property  issued  to  employees.  The  records  consist  of  a  Form 
G-570,  ’Record-Receipt-Property  Issued  to  Employee,’  which  lists 
property  issued  to  an  emi^yee.  The  Form  G-S70  lists  the  em¬ 
ployee’s  name,  description  of  the  pre^rty,  serial  number,  date 
received  and  employee’s  initials,  and  finally  date  returned  and  su¬ 
pervisor’s  intials. 

R.  Security  system  index.  The  system  is  comprised  of  3’  x  S’ 
index  cards  fil^  alphabetically  which  reflect  levels  of  access 
clearances  granted  to  employees  of  the  Service  and  the  dates  when 
the  clearances  were  granted. 

S.  White  House  and  Attorney  General  correspondence  control 
index.  Contains  an  index  record  for  each  piece  of  correspondence 
addressed  to  the  President  and  the  Attorney  General,  wito  certain 
exceptions,  which  has  been  referred  to  this  Service  for  appropriate 
attention.  Information  maintained  in  the  system  is  that  which  u  en¬ 
tered  on  Form  G-617,  ’Correspondence  Control  Card’.  The  index 
record  is  primarily  a  locator  reflecting  the  name  of  the  correspon¬ 
dent  and/or  the  subject  individual  of  the  correspondence  and  the 
file  in  which  specific  information  concerning  the  individual  is 
boused. 


T.  Health  Record  System.  The  record  consists  of  a  5’  x  T  index 
card  that  lists  the  name,  date  and  treatment  given  any  person  in  the 
Health  Unit. 

U.  Personal  Data  Card  System.  The  record  consists  of  a  3’  x  5’ 
card  for  each  employee  or  former  employee  (G-74).  The  entries  on 
the  card  (G-74)  include  name,  date  of  birth,  hei^t,  weight,  sex, 
blood  type,  photograph,  and  color  of  hair  and  eyes. 

V.  Compassionate  Cases  System.  The  reccord  consists  of  a  3’  x 
S’  index  card  containing  employee’s  name,  position,  grade,  present 
location,  date  request  received  in  Central  Office,  date  circulated  to 
compassionate  committee,  disposition,  new  location  of  employee 
whose  request  is  granted;  and  a  folder  containing  copy  of  em¬ 
ployee’s  Form  G-410,  employee’s  request  (memo),  local  and  re¬ 
gional  recommendations,  doctor’s  statement  (where  applicable), 
record  of  committee  action,  and  response  to  employee. 

W.  Emergency  Reassignment  Index.  The  record  consists  of  3’  x 
5’  card  (G-S60)  which  reflects  the  name,  age,  grade,  title,  official 
station,  residence,  telephone  number  and  emergency  assignment  ac¬ 
tivity. 

Authority  for  maintenance  of  the  system: 

A.  General,  applicable  to  all  Service  index  systems,  includes  but 
is  not  limited  to:  Sections  103,  265  and  290  and  Title  111  of  the  Im¬ 
migration  and  Nationality  Act,  hereinafter  referred  to  as  the  Act 
(66  Stat.  163),  as  amended,  (8  U.S.C.  1103;  8  U.S.C.  1305;  8  U.S.C. 
1360),  and  the  regulations  pursuant  thereto. 

B.  Specific,  applicable  to  some  of  the  indices,  including  but  not 
limited  to;  (1)  Executive  Order  11652,  and  28  C.F.R.  17.79  -  agency 
control  information  record  index,  and  access  clearance  information 
system.  (2)  31  U.S.C.  66a  -  Finance  branch  indices.  (3)  Title  Ill  of 
the  Act,  as  amended,  (8  U.S.C.  sections  1401  through  1503),  and 
the  regulations  promulgated  thereunder  -  naturalization  and  citizen¬ 
ship  indices.  (4)  Sections  235  and  287  of  the  Act,  as  amended,  (8 
U.S.C.  1225;  and  8  U.S.C.  1357),  and  the  regulations  promulgated 
pursuant  thereto  in  personnel  investigations.  (5)  Section  231  of  the 
Act,  as  amended,  (8  U.S.C.  1221)  -  manifest  records.  (6)  40  U.S.C. 
483  -  property  management  system.  (7)  5  U.S.C.  4113  -  extension 
training  program.  (8)  5  U.S.C.  552.  The  Freedom  of  Information 
Act,  requires  certain  record  keeping,  this  system  was  established 
and  is  maintained  in  order  to  enable  the  Service  to  comply  with  this 
requirement.  (9)  5  U.S.C.  301  -  Health  Record  System,  Personal 
Data  Card  System,  and  Compassionate  Cases  System.  (10)  Execu¬ 
tive  Order  1 1490  -  Emergency  Reassignment  Index. 

Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  This  system  of  records  is 
used  to  serve  the  public  by  providing  data  for  responses,  when 
authorized,  to  written  inquiries,  complaints,  and  so  forth.  It  is  also 
used  to  administer  the  management,  operational,  and  enforcement 
activities  of  the  Service.  The  records  are  used  by  officers  and  em¬ 
ployees  of  the  Service  and  the  Department  of  Justice  in  the  ad¬ 
ministration  and  enforcement  of  the  immigration  and  nationality 
laws,  and  related  statutes,  including  the  processing  of  applications 
for  l^nefits  under  these  laws,  detecting  violations  of  these  laws, 
and  for  referrals  for  prosecution. 

Relevant  information  contained  in  this  system  of  records 
maintained  by  the  Service  to  carry  out  its  functions  may  be 
referred,  as  a  routine  use,  to  clerks  and  judges  of  courts 
exercising  naturalization  jurisdiction  for  die  purpose  of  filing 
petitions  for  naturalization  and  to  enable  such  courts  to 
'  determine  eligibility  for  naturalization  or  grounds  for 
revocation  of  naturalization. 

Relevant  information  contained  in  this  system  of  records 
maintained  by  the  Service  to  carry  out  its  functions  may  be 
referred,  as  a  routine  use,  to  the  Department  of  State  in  the 
processing  of  petitions  or  applications  for  benefits  under  the 
Immigration  and  Nationality  Laws  Act,  and  all  other 
immigration  and  nationality  laws,  including  treaties  and 
reciprocal  agreements. 

Relevant  information  contained  in  this  system  of  records 
maintained  by  the  Service  to  carry  out  its  functions  may  be 
provided,  as  a  routine  use,  to  other  federal,  state,  and  kKal 
government  law  enforcement  and  regulatory  agencies, 
foreign  governments,  the  Department  of  Defense,  including 
all  components  thereof,  the  Department  of  State,  the 
Department  of  the  Treasury ,  the  Central  Intelligence 
Agency,  the  Selective  Service  System,  the  United  States 
Coast  Guard,  the  United  Nations,  Interpol,  and  individuals 
and  organizations  during  the  course  of  investigation  in  the 
processing  of  a  matter  or  a  proceeding  within  the  purview  of 
the  immigration  and  nationality  laws,  to  elicit  information 
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required  by  the  Service  to  carry  out  its  functions  and 
statutory  mandates. 

In  the  event  that  diis  system  of  records  maintained  by  the 
Service  to  cany  out  its  functions  indicales  a  violation  or 
potential  vk^tion  of  law,  whether  civil,  criminal  or 
regulatory  in  nature,  and  whether  arising  by  general  statute 
or  particular  program  statute,  or  by  regulation,  rule  or  order 
issued  pursuant  thereto,  the  relevant  records  in  this  system 
of  records  may  be  referred,  as  a  routine  use,  to  the 
appropriate  agency,  whethn  federal,  state,  local  or  foreign, 
charged  with  the  responsibility  of  investigating  or 
prosecuting  such  violation  or  charged  with  enforceing  or 
implementing  the  statute,  or  rule,  regulation,  or  order  issued 
pursuant  thereto. 

In  the  event  that  this  system  of  records  maintained  by  the 
Service  to  carry  out  ist  functions  indicates  a  violation  or 
potential  violation  of  the  immigration  and  nationality  laws,  or 
of  a  general  statute  within  Service  jurisdictioa,  or  by 
regulation,  rule,  or  order  issued  pursuant  thereto,  the 
relevant  records  in  this  system  of  recants  may  be  diacloaed, 
as  a  roMine  use,  in  the  course  of  preaenting  evidence  to  a 
court,  magistrate,  or  administrative  tribunal  and  to  opposing 
counad  in  the  course  cd  discovery. 

A  record  from  this  system  of  record  may  be  disclosed,  as  a 
routine  use,  to  a  federal  ag/eacy,  in  response  to  its  request, 
in  connection  with  the  hiring  or  retention  of  an  emidoyec, 
the  issuance  of  a  security  clearance,  the  repotting  d  an 
investigation  cd  an  employee,  the  letting  of  a  contract,  or  the 
issuance  of  a  license,  grant,  or  other  bepefit  by  the 
requesting  agency,  to  the  extent  that  the  information  is 
relevant  and  necessary  to  the  requesting  agency’s  decision 
on  the  matter. 

A  record  from  this  system  of  records  may  be  disclosed,  as  a 
routine  use,  to  a  federal,  state  or  local  agency  maintaining 
civil,,  criminal  or  other  relevant  enforcement  information  or 
other  pertinent  information,  such  as  current  licenses,  if 
necessary  to  obtain  informatioa  rdevant  to  a  deciskm  of  this 
Service  concenmig  the  hiring  or  retention  of  an  employee, 
the  issuance  of  a  security  dearance,  the  letting  of  a  contract, 
or  the  issuance  of  a  bcense,  grant  or  other  benefit. 

Indication  of  a  violation  or  potential  violation  of  the  laws  of 
another  nation,  whether  civil  or  criminal,  may  be  referred  to 
the  appropmte  feneign  agency  charged  with  the 
responsibility  (d  investigating  or  prosecutiag  such  violation 
or  charged  with  enforceing  or  implementing  such  laws; 
indication  oi  any  such  violation  or  po^tial  vkdatioa  may 
also  be  referred  to  international  organizatiotM  engaged  in  the 
collectioa  and  dissemination  of  intelligence  concerning 
criminal  activity. 

Relevant  information  contained  in  this  system  <d  records  may 
be  disclosed,  as  a  routine  use,  to  the  Office  of  Management 
and  Budget  in  connection  with  the  review  of  piivale  relief 
legislation  as  set  forth  m  OMB  Circular  No.  A-19  at  any 
stage  of  the  legislative  coordination  and  clearance  process  as 
set  forth  in  that  Ciretdar. 

Policies  swd  practices  ftsr  slovmg,  retrievmg,  nooesnsig,  rctainmg, 
and  digposing  of  records  in  the  syotein:  General. 

Stsoagm  GeneiaUy,  irdormation  b  stored  manuatty;  in  sook  in¬ 
stances,  in  antomated  index  systenos.  The  actuid  records  relating  to 
individuab  are  stored  in  fSe  folders  at  the  addresses  located  in  lo¬ 
cations  A,  B,  C,  E,  F  and  H,  supra. 

Rctrievahflity:  In  general,  records  are  iiulexed  alphabetically  by 
name  and/or  *A‘  fib  number  or  petition  and  court  number,  some  in- 
chide  date  and  port  of  entry.  They  ace  genendly  retrieved  manually, 
and  in  some  cases  can  be- retrieved  electromcany. 

Safegnards:  Each  system  ol  records  b  safeguarded  and  protected 
in  accordance  with  Department  cd  Justice  and  Service  rubs  and 
procedures. 

Retrutiou  and  dbpoaol: 

a.  The  period  of  retentioa  for  ahen  regbtiatioa  reccuds  b  100 
years  from  the  closing  date  or  date  (d  last  action. 

b.  Matcriab  retained  in  correspondence  portion  of  subject  files 
are  nonnaly  retained  no  longer  than  two  years  and  are  then  either 
mkir^med  or  destroyed  by  burning. 

c.  MateriMs  retained  in  policy  portions  (d  subject  ffles  are 
retained  ind^initely. 

d.  Indexes  ^and  records  not  ennmeraled  above  are  generally 
retained  only  so  long  as  they  serve  a  usefid  purpose. 

e.  Microfilmed  manifest  records  are  retained  permanently. 


f.  Freedom  of  Information  Act  index  cards  and  materiab  kept  in 
the  correspondence  portion  of  files  are  retained  for  one  year;  the 
dbposal  is  by  burning,  shredding  or  pulverizing. 

Pohdes  and  praetka  Isr  staring,  rctrhvhig,  accemiig,  rehdning, 
and  rtbpmmg  of  retards  la  tha  syataaa:  Exceptions  to  the  general 
practices  above: 

Storage: 

a.  Air  detail  office  index  systems.  Forms  1-92  are  fded  in  rotary 
index  machines  by  calendar  yem.  Suq>ect  fibs  are  in  lettn  size 
cabinets,  both  are  operated  manually. 

b.  Ahen  address  reports,  I-S3,  are  microfdmcd  from  1975  and 
subsequent.  In  1973  and  1974  they  are  filed  in  cabinets  in  Service 
offices  and  in  Federal  Recewd  Centers. 

c.  Alien  enemy  index  information  b  maintained  in  the  system  and 
is  on  raicTofilm.  The  actual  fibss  are  stored  in  Federal  Record  Cen- 

_ters. 

d.  Intelligence  indices,  are  stored  not  by  name,  but  by  organiza- 
tion,  activity  ot  violation. 

e.  Some  systems  are  stored  numerically,  or  by  subject,  or  by 
court  and  petitioa  number  or  ttme  sequence,  as  well  as  a^<hahrti- 
caUy. 

Retrievafaility:  Aircraft  data  b  tied  in  nooencal  scqnence  (ab 
detail  offbe  index  system). 

Retention  and  dispoanl; 

a.  Access  clearance  index  b  maintained  on  a  current  basb.  Cards 
comprising  the  index  are  destroyed  upon  the  resignation,  death  or 
retirement  of  the  employee. 

b.  Air  detail  office  index.  Form  I-92A,  forma  information  b 
retained  feu  S  years. 

c.  Border  Patrol  examination  papers  arc  destroyed  6  monttn  after 
the  trainee  officer  comidetes  hb  probationary  year. 

d.  Finance  indbes:  Accouids  wHb  credhors  and  debtors  are 
retained  by  tha  Service  for  2  years  from  the  dose  of  the  fiscal  year 
to  whbh  they  relate  and  are  then  transferred  to  the  Federal  Record 
Centers  pending  their  ultimate  disposition.  The  records  are  disposed 
of  in  accordance  wbh  General  Sei^ice  Administration  regubtiems. 

e.  Intelligence  indices:  Intdigence  bulletins  arc  retained  in¬ 
definitely. 

f.  Index  Form  G-617  b  maintained  for  three  years,  then 
destroyed.  However,  in  the  White  House  and  Attorney  General 
Conespondence  Indexes,  form  G-617  infonnation  b  retained 
through  the  adminbtration  of  each  President  and  one  year  beyond. 

g.  Index  Form  CO  -  147  b  maintained  untd  the  stAject  matter  b 
finally  acted  upon  and  b  then  destroyed. 

h.  Personnel  kivestigatioBS  arc  generally  destroyed  in  Jnne  of  the 
year  following  the  one  year  anniversary  of  the  dose  of  the  in¬ 
vestigation.  Operation  Cbaa  Sweep  cases  are  being  retained  as  a 
package  until  the  program  b  terminated.  Cxini^  matters  of 
unusnd  sensitiyity  are  retained  as  long  as  there  b  a  useful  need. 

i.  Health  Unit  records:  The  records  axe  retained  for  a  period  of  6 
years  after  the  date  of  die  last  eidiy  therein.  The  records  are 
dbposed  of  by  biuning,  shredding,  macerating  or  pulveiiziiig 

j.  In^xes  relating  to  law  violators  and  witnesses  are  retained  fw 
3  years  and  then  destroyed.  General  correspondence  b  retained  for 
no  longer  than  2  years.  Investitive  matters  of  a  routine  nature 
may  be  disposed  of  when  the  investigation  b  closed.  Information 
on  present  and  past  emidoyces  b  retamied  oidy  as  kmg  as  such  in¬ 
formatioa  serves  a  useful  purpose. 

k.  Naturalization  exanuners  docket  hats  and  master  docket  hsts 
of  petitioners  for  naturalization  arc  retained  for  two  years,  dbposal 
b  ^  tearing,  shredding,  pulverizing,  or  burning.  Naturahzatioa  and 
citizenship  dtKket  car^  are  purged  after  appheatious  arc  rejected, 
closed,  petitions  non-filed,  applbatioos  granted  or  denied,  or  peti- 
tions  for  naturalization  granted,  or  denied,  the  rtitposnl  b  by  teming 
the  cards. 

l.  Personal  Data  Card  System:  The  record  b  iinhird  for  a  period 
(rf  3  years  after  an  em^yee  b  separated  and  then  des^yed 
(Locatiou:  A.  supra).  The  record  b  ratined  uutd  an  employee  b 
separated  and  tha  destrroyed  (Location:  B,  so^).  The  records 
are  disposed  of  by  bontii^  shredding,  mBcerating  or  pulverizing 
(Locations:  A  and  B.  supn). 

m.  CompassiooMe  Cmcs  System:  The  records  are  retained  for  3 

years  and  then  destroyed.  The  records  are  ribpaaed  of  by  burning, 
shredding,  macerating  or  patvenzing.  >- 

n.  Emergency  RcasaignsKat  Indcar  The  records  are  retained  on  a 
current  basb  and  arc  destroyed  upon  the  transfer,  separation, 
retirement  or  death  of  the  emi^yee.  The  records  are  destroyed  by 
burning. 

System  managcr(s)  and  addrem: 
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A.  The  system  manager,  service-wide  is  the  Associate  Commis¬ 
sioner,  Management  (Location:  A  supra) 

B.  The  Associate  Commissioner,  Management  is  the  sole 
manager  of  the  following  systems: 

1 .  Agency  information  control  record  index; 

2.  AUen  address  report  (I-S3); 

3.  Alien  enemy  index; 

4.  Centralized  index  (Master  index); 

5.  Congressional  mail  unit  index; 

6.  Document  vendors  and  alterers;  * 

7.  Enforcement  correspondence  control  index; 

8.  Examinations  correspondence  control  index; 

9.  Finance  unit  indexes; 

10.  Freedom  of  Information  Act  correspondence  control  index; 

1 1 .  Intelligence  indexes; 

12.  Microfilmed  manifest  records; 

13.  Property  issued  to  employees; 

14.  Access  clearance  information  system;  and 

15.  White  House  and  Attorney  General  correspondence  control 
index. 

16.  Health  Record  System. 

C.  The  following  official  for  Service  personnel  investigations: 
Director,  Internal  Investigations  (Location:  A  supra). 

D.  The  following  officials  (for  inquiry  for  special  need)  by 
category: 

1.  Alien  address  reports  for  portion  of  system  maintained;  (a) 
Associate  Commissioner,  Management;  (b)  District  Directors 
(Locations:  C  supra);  an^or  (c)  Officers  in  Charge  - 
(Locations:  -  E  supra). 

2.  Investigation  units  indices  for:  Contact  index;  enforcement 
index;  anti-smuggling  index  (general);  criminal,  immoral, 
narcotic,  racketeer  and  subversive  indices;  and  suspect  third 
party  index,  the  managers  are  the  ranking  Service  officer,  of 
the  Service  offices  in  which  such  indices  are  maintained  - 
(Location:  A,  B,  C  and  E  supra). 

3.  Border  Patrol  unit  indices,  (a)  Air  detail  office  index:  Chief 
Patrol  Agent  (Location:  F-21  supra),  (b)  Anti-smuggling 
information  center:  (1)  Canadian  Border:  Chief  Patrol  Agent 
(Location:  F-19  supra);  and  (2)  Mexican  Border:  Chief  Patrol 
Agent  (Location:  F-21  supra),  (c)  Fraudulent  Document 
Center:  Chief  Patrol  Agent  (Location:  F-21  supra),  (d) 

Border  Patrol  Academy:  Chief  Patrol  Agent  (Location:  G 
supra),  (e)  Border  Patrol  sector  general  indices;  Chief  Patrol 
Agent  (Location:  F-1  thru  21  supra). 

4.  Assistant  Regional  Commissioner,  Security  (Location:  B-4 
supra)  For  automobile  decal  identification  system. 

5.  Chief,  Employee  Development  Branch.  Office  of  Assistant 
Commissioner,  Personnel  (Location:  A  supra)  for  extension 
training  program  enroUee  fOe. 

6.  Naturalization  and  Citizenship  indexes,  (a)  Naturalization 
and  citizenship  docket  cards;  District  Directors  and  Officers 
in  Charge  (Locations:  C  and  E  supra,  except  E-6,  7,  8  and 
13).  (b)  Docket  lists  of  Petitioners  for  Naturalization  Form 
N-476:  District  Directors  and  Officers  in  Charge  (Locations: 

C  and  E  supra,  except  E-6  and  8).  (c)  Docket  Usts  of 
petitions  pending  at  least  one  year  (Form  N-476);  The 
Associate  Commissioner  Mgt' (Location:  A  supra).  Regional 
Commissioners  (Location:  B  supra).  District  EHrectors  and 
OlC’s  (Locations:  C  and  E  supra,  except  E-6,  7,  8  and  13). 

7.  Personal  Data  Card  System:  Associate  Commissioner, 
Management  (Location:  A,  supra);  Regional  Commissioners 
(Location:  B,  supra). 

8.  Compassionate  Cases  System:  Associate  Commissioner, 
Management  (Location;  A,  supra);  Regional  Commissioners  _ 
(Locations:  B-1  and  4,  supra). 

9.  Emergency  Reassignment  Index:  Regional  Commissioners 
(Location:  B,  supra);  District  Directors  (Location:  C,  supra); 
Officers  in  charge  (Location:  E,  supra);  and  Chief  patrol 
agents  (Location:  F,  supra). 

NotifkatioB  procedure: 

A.  Address  inquiries  to  the  respective  systems  managers  listed  in 
System  Manager  supra,  except  Finance  unit  inquiries  shall  be  ad¬ 
dressed  to  the  office  of  the  Service  at  which  the  individual  did 
business  (for  locations  see  Location  supra)  and  Freedom  of  Infor¬ 
mation  Act  inquiries  shall  be  addressed  to  the  office  of  the  Service 
nearest  the  requestor’s  place  of  residence,  or  if  known,  the  office 
of  the  Service  where  the  requestor  knows  his  record  is  located. 

B.  Systems  totally  exempt  from  disclosure  pursuant  to  S  U.S.C. 
SS2a  (j)  and  (k). 

1.  Agency  information  control  index  system. 


2.  Anti-smuggling  index  (general). 

3.  Anti-smuggling  information  centers  system  for  Canadian  and 
Mexican  Borders. 

4.  Contact  index. 

5.  Criminal,  immoral,  narcotic,  racketeer  and  subversive 
indexes. 

6.  Document  vendors  and  alterers  index. 

7.  Informant  index. 

8.  Intelligence  indexes. 

9.  Service  look  out  system. 

10.  Suspect  third  party  index. 

1 1 .  Eme^ency  Reassignment  Index. 

Record  access  procedures:  In  all  cases,  requests  for  access  to  a 
record  from  any  record  subsystem  shall  be  in  writing  or  in  person; 
if  request  for  access  is  made  in  writing,  the  envelope  and  letter 
shall  be  clearly  marked  ‘Privacy  Access  Request*.  The  requester 
must  include  a  description  of  ^e  general  subject  matter  and,  if 
known,  the  relating  numerical  identifier.  The  request  must  also  in¬ 
clude  sufficient  data  to  identify  a  relating  record,  such  as  the  in¬ 
dividual’s  full  name,  date  and  place  of  birth,  and  if  appropriate,  the 
date  and  place  of  entry  into  the  United  States,  or  departure  from 
the  United  States.  The  requester  shall  also  provide  a  return  address 
for  transmitting  the  information.  Most  of  the  systems  contain 
records  which  the  Attorney  General  has  exempted  from  disclosure 
pursuant  to  S  U.S.C.  5S2a  (j)  and  (k)  and  records  which  are  clas¬ 
sified  pursuant  to  Executive  order.  TTie  requester  will  be  accorded 
access  to  the  records  relating  to  himself  only  to  the  extent  that 
such  records  are  not  within  the  scope  of  exemptions  and  are  not 
classified. 

Contesting  record  procedures:  Any  individual  desiring  to  contest 
or  amend  information  maintained  in  the  system  should  direct  his 
request  to  the  office  of  this  Service  nearest  his  residence,  or  in 
which  he  believes  a  record  concerning  him  may  exist,  (see  Notifica¬ 
tion,  supra),  stating  clearly  and  concisely  what  information  is  being 
contested,  the  reasons  for  contesting  it,  and  the  proposed  amend¬ 
ment  to  the  information. 

Record  source  categories:  The  basic  information  contained  in 
these  records  is  supplied  by  the  individual  on  Department  of  State 
and  Service  applications  and  reports;  inquiries  and/or  complaints 
from  members  of  the  general  public,  members  of  the  Congress; 
referrals  of  inquiries  and/or  complaints  directed  to  the  White  House 
or  to  the  Attorney  General  by  members  of  the  general  public;  Ser¬ 
vice  reports  of  investigation,  sworn  statements,  correspondence 
and  memoranda;  official  reports,  memoranda  and  written  referrals 
from  other  government  agencies,  including  Federal,  state  and  local; 
from  the  various  courts  and  regulatory  agencies;  and  infromation 
from  foreign  government  agencies  and  international  organizations. 

The  source  of  the  data  in  the  Freedom  of  Information  Act  cor¬ 
respondence  control  index  is  those  individuals  who  seek  informa¬ 
tion  under  that  Act. 

The  information  contained  in  the  Emergency  Reassignment  Index 
is  supplied  by  the  individual  and  the  Associate  Commissioner, 
Management. 

Ne^y  all  the  systems  contain  information  received  from  sources 
which  are  exempted  from  disclosure  pursuant  to  5  U.S.C.  SS2a  (j) 
and  (k). 

Systems  exempted  from  certain  provisions  of  the  act:  The  Attorney 
General  has  exempted  this  system  from  subsections  (cK3)  and  (4), 
(d),  (eXl).  (2)  and  (3),  (eX4KG).  (H)  and  (I),  (eX5)  and  (8),  (D.  (g), 
(h)  of  the  Privacy  Act  pursuant  to  5  U.S.C.  552a  (j)  and  (k).  Rules 
have  been  promulgated  in  accordance  with  the  requirements  of  5 
U.S.C.  553(b),  (c)  and  (e)  and  have  been  published  in  the  Federal 
Register. 

JUSTICE/TAX  -  003 

System  name:  Freedom  of  Information  Request  Files. 

System  location:  U.S.  Department  of  Justice;  Tax  Division;  10th 
and  Constitution  Avenue,  N.W.;  Washington,  D.C.  20530. 

Categories  of  individuals  covered  by  the  system:  Persons  who  have 
requested  information  under  the  Freedom  of  Information  Act. 

Categories  of  records  in  the  system:  (a)  Correspondence  relating  to 
requests  for  information;  (b)  documents  relevant  to  appeals  and 
lawsuits  under  the  Freedom  of  Information  Act. 

Authority  for  maintenance  of  the  system:  The  system  is  main¬ 
tained  to  enable  the  Tax  Division  to  process  requests  under  the 
Freedom  of  Information  Act  (5  U.S.C.  552). 

Routine  uses  of  records  maintained  in  the  system,  including  catho¬ 
lics  of  users  and  the  purposes  of  such  uses:  The  system  is  maintained 
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to  insure  the  efficient  processing  of  requests  made  pursuant  to  the 
Freedom  of  Information  Act  (5  U.S.C.  552). 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  Information  contained  in  this  system  is  stored  manually 
in  standard  file  folders,  alphabetically  by  name  of  the  person  mak¬ 
ing  the  request. 

Retrievability:  Information  is  retrieved  manually  by  name  of  the 
persons  making  the  request. 

Safeguards:  The  system  of  records  is  stored  in  a  fUe  cabinet  in  a 
locked  closet.  Access  is  restricted  to  the  Freedom  of  Information 
Unit  staff  on  a  need-to-know  basis. 

Retention  and  disposal:  Destruction  schedules  will  be  developed 
as  the  needs  of  the  system  requirements  become  known.  Presently, 
records  are  retained  indefinitely. 

System  manager(s)  and  address:  Assistant  Attorney  General;  Tax 
Division;  U.S.  Department  of  Justice;  10th  Street  and  Constitution 
Avenue,  N.W.;  Washington,  D.C.  20530. 

Notification  procedure:  Inquiry  concerning  this  system  should  be 
directed  to  the  System  Manager  listed  above.  Inquiries  should  con¬ 
tain  the  inquirer’s  name,  date  and  place  of  birth. 

Record  access  procedures:  Same  as  above. 

Contesting  record  procedures:  Same  as  above. 

Record  source  categories:  (a)  Persons  requesting  information;  (b) 
Department  of  Justice  employees. 

Systems  exempted  from  certain  provisions  of  the  act:  None. 
JUSTICE/OMF  -  016 

System  name:  Inter-Divisional  Information  System  (IDIS),  (A  non- 
operational,  deactivated  system). 

System  location:  U.S.  Department  of  Justice;  10th  and  Constitu¬ 
tion  Avenue,  N.W.;  Washington,  D.C.  20530. 

Categories  of  individuals  covered  by  the  system:  Individu2ds  who 
were  allegedly  involved  or  connected  with  civil  disturbances  or 
other  activities. 

Categories  of  records  in  the  system:  IDIS,  consisted  of  two 
subsystems.  The  incident  subsystem  was  used  to  establish  a  record 
of  various  events,  such  as  meetings  and  demonstrations.  The  sub¬ 
ject  subsystem  provides  individual's  names,  biographical  sketches, 
and  organizational  affiliation(s).  Some  cross  referencing  between 
the  two  subsystems  exists. 

Authority  for  maintenance  of  the  system:  The  system  is  currently 
being  maintained  by  reason  of  an  agreement  between  the  Depart¬ 
ment  of  Justice  and  members  of  the  Committee  on  the  Judiciary  of 
the  United  States  Senate. 

Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  There  are  no  present  or 
anticipated  operational  uses  of  IDIS  records  by  Department  of 
Justice  personnel.  IDIS  material  is  exclusively  used  to  respond  to 
inquiries  from  citizen  who  are  subject  of  the  files  and  also  may  be 
used  by  litigants  involved  in  court  proceedings. 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  Information  is  meuntained  on  index  cards  and  computer 
produced  reports  stored  in  locked  cabinets. 

Retrievability:  Index  cards  of  the  subject  subsystem  are  filed 
alphabetically  by  individual  name. 

Safeguards:  IDIS  information  is  maintained  in  secured  storage 
devices  in  a  locked  room,  rendered  inaccessible  for  any  operational 
use  and  accessible  by  a  limited  number  of  employees  who  must 
respond  to  Freedom  of  Information  Act  requests  and  to  decrees  in 
court  proceedings. 

Retention  and  disposal:  IDIS  information  will  be  maintained  until 
such  time  as  the  legisjative  and  executive  branches  of  government 
agree  to  its  disposal. 

System  manager(s)  and  address:  Director,  Information  Systems 
Staff;  U.S.  Department  of  Justice;  Office  of  Management  and 
Finance;  10th  and  Constitution  Avenue,  N.W.;  Washington,  D.C. 
20530. 

Notification  procedure:  Address  inquiries  to  the  System  Manager. 
Record  access  procedures:  Access  to  information  maintained  in 
IDIS  will  be  granted  in  accordance  with  the  procedures  set  forth  in 
28  C.F.R.  16.41 .  Requests  for  access  will  be  directed  to  the  System 
Manager. 


Contesting  record  procedures:  Requests  for  correction  of  IDIS 
data  will  be  processed  in  accordance  with  the  procedures  set  forth 
in  28  C.F.R.  16.53.  Requests  for  correction  wiU  be  directed  to  the 
System  Manager. 

Record  source  categories:  Information  m  IDIS  was  derived  from 
FBI  reports  and  teletypes;  U.S.  Attorney  Offices;  the  Bureau  of 
Alcohol,  Tobacco,  and  Firearms;  U.S.  Department  of  Treasury; 
citizen  complaints;  wire  service  clippings;  and  articles  in  periodi¬ 
cals. 

Systems  exempted  from  certain  provisions  of  the  act:  None. 
JUSnCE/OMF  -  017 

System  name:  Department  of  Justice  Controlled  Parking  Records. 

System  location:  U.S.  Department  of  Justice;  10th  Street  and 
Constitution  Avenue,  N.W.;  Washington,  D.C.  20530. 

Categories  of  individuals  covered  by  the  system:  Department  of 
Justice  employees  who  have  applied  for  vehicle  parking  space 
which  is  assigned  and  controlled  by  the  Department  of  Justice,  per 
Department  of  Justice  Order  2540.2C,  November  11,  1974. 

Categories  of  records  in  the  system:  This  system  contains  copies 
of  Form  DOJ-362,  Department  of  Justice  Parking  Space  Application 
(DOJ  Space),  and  Form  DOJ-OT-20,  Department  of  Justice  Parking 
Space  Application  (DOJ  Carpool  Space),  which  have  been 
completed  and  submitted  by  Department  of  Justice  employees. 

Authority  for  maintenance  of  the  system:  This  system  is 
established  and  maintained  in  accordance  with  Federal  Energy  Of¬ 
fice  (FEO)  memorandum  of  January  17,  1974,  Federal  Management 
Circular  74-1  of  January  21,  1974,  and  Federal  Energy  Office 
memorandum  of  April  5,  1974,  as  reflected  in  Federal  Property 
Management  (Temporary)  Regulation  D-47  of  May  22,  1974. 
Operating  procedures  are  contained  in  Department  of  Justice  Order 
2450.2C  of  November  11,  1974. 

Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  These  records  are  used 
to  assign,  identify  and  control  the  use  of  vehicle  parking  space  for 
which  the  Department  of  Justice  is  responsible. 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  These  records  are  stored  in  a  locked  file  cabinet. 
Retrievability:  These  records  are  indexed  alphabetically,  by  the 
last  name  of  the  applicant,  within  the  organizational  element. 

Safeguards:  Information  contained  in  this  system  is  unclassified 
and  is  disseminated  on  a  need  to  know  basis  by  the  Office  of  the 
Director,  Operations  Support  Staff,  Office  of  Management  and 
Finance. 

Retention  and  disposal:  Although  these  records  are  currently 
retained  as  long  as  applicants  remain  as  employees  of  the  Depart¬ 
ment  of  Justice,  the  establishment  of  a  disposal  schedule  is  still 
pending. 

System  manager(s)  and  address:  Director;  Operations  Support 
Staff;  Office  of  Management  and  Finance;  U.S.  Department  of 
Justice;  10th  Street  and  Constitution  Avenue,  N.W.;  Washington, 
D  C.  20530. 

Notification  procedure:  Same  as  System  Manager. 

Record  access  procedures:  Same  as  System  Manager. 

Contesting  record  procedures:  Same  as  System  Manager. 

Record  source  categories:  Applications  from  employees. 

Systems  exempted  from  certain  provisions  of  the  act:  None. 
JUSnCE/DEA  -  021 

System  name:  Drug  Enforcement  Administration  Accounting 
System  (DEAAS). 

System  location:  Drug  Enforcement  Administration:  1405  Eye 
Street,  N.W.;  Washington,  D.C.  20537.  Also  field  offices.  See  Ap¬ 
pendix  1  for  list  of  addresses. 

Categorim  of  individuals  covered  by  the  system:  All  individuals 
who  submit  vouchers  requesting  payment  for  goods  or  services 
rendered,  except  payroll  vouchers  for  DEA  employees.  These  in¬ 
clude  vendors,  contractors,  experts,  witnesses,  court  reporters, 
travelers,  relocated  employees,  etc. 

Categories  of  records  in  the  system:  All  vouchers  paid  except 
payroll  vouchers  for  DEA  employees. 

Authority  for  maintenance  of  the  system:  The  system  is 
established  and  maintained  in  accordance  with  the  Budget  and  Ac¬ 
counting  Procedures  Act  of  1950  as  amended  31  U.S.C.  66(a)  and 
31  U.S.C.  200(a). 
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Routine  uses  of  records  mnintaiiicd  in  the  system,  including  catego¬ 
ries  of  users  and  the  purpoacs  of  such  uses:  After  payment  of  the 
vouchers,  the  accounting  data  is  used  for  the  purpose  of  internal 
management  reporting  and  external  reporting  to  agencies  such  as 
OMB,  U.S.  Treasury,  and  the  GAO. 

Policies  and  practices  for  storing,  retrieving,  accessing,  rrtainiag. 
and  disposing  of  records  in  the  system: 

Storage:  Voucher  files  are  maintained  alphabetically  by  payees 
name. 

Retrievabllity:  Information  is  retrieved  primarily  by  using  the 
name  of  the  payee. 

Safeguards:  Information  contained  in  the  system  is  unclassified. 

It  is  safeguarded  in  accordance  with  organizational  rules  and 
procedures. 

Retention  and  disposal:  The  payment  documents  are  retained  at 
this  location  for  three  fiscal  years  (current  and  two  prior  years). 
The  records  are  then  shipped  to  a  Federal  Records  Center  for 
storage  in  accordance  wiA  the  General  Record  Schedule  published 
by  the  General  Services  Administration. 

Syste:a  managerfs)  and  address:  Controller,  Drug  Enforcement 
Administration;  1405  Eye  Street,  N.W.;  Washington,  D.C.,  20537. 

Notification  procedure:  Inquiries  should  be  addressed  to  Freedom 
of  Information  Unit,  Drug  Enforcement  Administration,  1405  Eye 
Street,  N.W.,  Washington,  D  C.,  20537. 

Record  access  procedures:  Same  as  above. 

Contesting  record  procedures:  Same  as  above. 

Record  source  categories:  Submitted  by  the  payee  involved. 

Systems  exempted  from  certain  provisions  of  the  act:  None. 
JUSnCE/DEA  -  022 

System  name:  Grants  of  Confidentiality  Files  (GCF). 

System  location:  Drug  Enforcement  Administration;  1405  Eye 
Street,  N.W.;  Washington,  D  C.,  20537. 

Categories  of  individuals  covered  by  the  system:  Applicants  for 
grants  of  confidentiality. 

Categories  of  records  in  the  system:  A)  Requests  for  and  actual 
Grants  of  Confidentiality;  B)  Correspondence  relatmg  to  above;  C) 
Documents  relating  to  investigations  of  said  applicants. 

Authority  for  maintenance  of  the  system:  Pursuant  to  21  U.S.C. 
872  of  the  Comprehensive  Drug  Abuse  Prevention  and  Control  Act 
of  1970. 

Routine  uses  of  records  maintained  in  the  system,  includhig  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  Information  in  these 
records  are  utiUzed  for  the  purpose  of  investigating  applicants  prior 
to  the  granting  of  confidentiality.  In  the  course  of  such  investiga¬ 
tions,  information  may  be  disseminated  to  state  and  local  law  en¬ 
forcement  and  regulatory  agencies  to  other  federal  law  enforcement 
and  regulatory  agencies. 

Policies  and  practices  for  storing,  retrieving,  accessiag,  rrtainhu. 
and  disposing  of  records  in  the  system: 

Storage:  These  records  are  maintained  on  standard  case  folders. 
Retrievabllity:  The  information  in  this  system  is  retrieved  by 
name  of  grantee. 

Safeguards:  This  system  of  records  is  maintained  at  DEA 
Headquarters  which  is  protected  by  twenty-four  hour  guard  service 
and  electronic  surveillance.  Access  to  the  building  is  restricted  to 
DEA  employees  and  those  persons  transacting  business  within  the 
building  who  are  escorted  by  DEA  employees.  In  addition,  the 
records  are  stored  in  bar  lock  filing  cabinets  and  access  to  the 
system  is  restricted  to  members  of  the  DEA  employees  on  a  ‘need 
to  know  basis*. 

Reteutian  and  disposal:  Records  in  this  system  are  retained  in¬ 
definitely. 

System  managcr(s)  and  address:  Chief  Counsel;  Drug  Enforce¬ 
ment  Administration;  1405  Eye  Street,  N.W.;  Washington,  D.C., 
20537. 

Mallfitatisn  procedure:  Inquiries  should  be  addressed  to:  Freedom 
of  Information  Unit;  Drug  Enforcement  Administration;  1405  Eye 
Street,  N.W.;  Washington,  D.C.,  20537.  Inquiries  should  include  the 
inquirer’s  name,  date,  and  place  of  birth. 

Record  access  procedures:  Same  as  above 
Coutasttag  record  procedures:  Same  as  above. 

Record  source  categories:  A)  DEA  investigative  reports;  B)  Appli¬ 
cants;  C)  Reports  from  other  federal,  state  and  local  agencies. 


Systems  exempted  from  certaia  provisians  of  the  act:  The  Attorney 
General  has  exempted  this  system  from  subsections  (dXD  and  (eXl) 
of  the  Privacy  Act  pursuant  to  5  U.S.C.  552a  (kX5).  Rules  have 
been  promulgated  in  accordance  with  the  requirements  of  5  U.S.C. 
553(b),  (c)  and  (c)  and  have  been  published  in  the  Federal  Register. 

JUSnCE/DEA  -  <»3 

System  name:  Drug  Theft  Reporting  System  (DTR) 

System  location:  Drug  Enforcement  Administration;  1405  Eye 
Street,  N.W.;  Washington,  D.C.,  20537. 

Categories  of  individuals  covered  by  the  system:  Registrants  of 
DEA. 

Categories  of  records  in  the  system:  The  system  of  records  con¬ 
tains  reports  (DEA  Form  106)  Usting  the  name  and  address  of  the 
firm  and  the  type  and  quantity  of  controlled  substances  lost  due  to 
theft. 

Authority  for  maintenance  of  the  system:  This  system  of  records  is 
maintained  to  enable  the  Drug  Enforcement  Administration  to  per¬ 
form  its  regulatory  functions  under  the  ‘Comprehensive  Drug 
Abuse  Prevention  and  Control  Act  of  1970*. 

Routine  uses  of  records  maintained  in  the  system,  inclndteg  ratege 
ries  of  users  and  the  purpams  of  sneh  uses:  Information  in  the 
system  is  used  for  law  enforcement  and  regulatory  purposes.  Infor¬ 
mation  concerning  thefts  and  patterns  of  thefts  are  provided  to 
state  and  local  law  enforcement  agencies  for  invesl^atcHy  pur¬ 
poses.  Statistics  derived  from  the  system  are  used  for  regulatory 
purposes.  Users  of  this  inf<»mation  include  federal,  state  and  local 
law  enforcement  and  regulatory  agencies. 

Policies  and  praetkm  for  storing,  retrieving,  accessing,  retshnng, 
and  disposing  of  records  in  the  system: 

Storage:  Hard  copies  of  the  reports  are  grouped  and  maintained 
in  standard  ffle  folders.  Information  from  thne  reports  is  also 
maintained  on  magnetic  tape. 

Retrievahility:  The  records  in  the  system  are  indexed  by  location 
and  date  of  theft  occurance. 

Safeguards:  This  system  of  records  is  maintained  at  DEA 
Headquarters  which  is  protected  by  twenty-four  guard  service  and 
electronic  surveillance.  Access  to  the  building  is  restricted  to  DEA 
employees  and  those  persons  transacting  business  within  the  build¬ 
ing  who  are  escorted  by  DEA  employees.  Access  to  the  system  is 
restricted  to  authorized  DEA  emidoyees  with  appropriate 
clearances  on  ‘a  need  to  know  basis*. 

Retention  and  dispaoal:  The  DEA  Form  106  is  held  for  three 
years  then  destroyed.  The  information  on  the  ma^etk  tapes  is 
maintained  for  five  years  and  then  destroyed. 

System  inanagcr(s)  and  addrem:  Chief,  Statistical  and  Data  Ser¬ 
vices  Division;  Drug  Enforcement  Administration;  1405  Eye  Street, 
N.W.;  Washington,  D.C.,  20537. 

Record  source  categories:  Firms  manufacturing,  distributing, 
wholesaling,  retaihng,  or  dispensing  controUed  substances  that  have 
experienced  a  ttieft  of  these  substances. 

Systeam  exeamted  from  certain  provkiana  af  the  act:  The  Attorney 
General  has  exempted  this  system  from  subsections  (cX3),  (d), 
(cX4X6)  and  (h),  (D  of  the  Privacy  Act  pursuant  to  5  U.S.C. 
552a(k).  Rules  have  been  promulgated  in  acracdance  with  the 
requirements  of  5  U.S.C.  553(b),  (c)  a^  (<^  and  have  been 
published  in  the  Federal  Register. 

JUSnCE/DEA  -024 

System  mater:  DEA  Applicant  Investigations  (DAI) 

System  lacatiote:  Drug  Enfwcemcnt  Adminiatration;  1405  Eye 
Street,  N.W.;  Washington,  D.C.,  20537. 

Categories  of  loiltvidnali  covered  by  the  system:  Applicants  for 
employment  with  DEA. 

Categories  of  records  in  the  syatcas:  Inforaaation  in  records  may 
include  date  and  place  of  Inrth,  citizenship,  marital  status,  military 
and  social  security  status.  These  records  contain  investigative  infor¬ 
mation  regardmg  an  individual’s  character,  conduct,  and  behavior 
in  the  community  where  he  or  she  lives  or  lived;  arrests  and  con¬ 
victions  for  any  violations  against  the  law;  information  from  inqui¬ 
ries  directed  to  present  and  former  supervisors,  co-workers,  as¬ 
sociates,  educators,  etc.,  credit  and  National  Agency  checks;  and 
other  information  developed  frtMa  the  above. 

Authority  for  maintenance  of  the  system:  5  U.S.C.  301  and  Execu¬ 
tive  Order  No.  10450. 
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Routioe  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  such  uses:  These  records  are  used 
by  DEA  to  implement  an  effective  screening  process  for  applicants. 

To  foreign,  federal,  state  and  local  law  enforcement  and  regulatory 
^encies,  where  appropriate,  for  referral  to  avoid  duplication  of  the 
investigative  process  and  where  the  appropriate  agency  is  charged 
with  the  responsibility  of  investigating  or  prosecuting  potential 
violations  of  law. 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  These  records  are  maintained  in  standard  investigative 
folders. 

Retrievahility:  These  records  are  retrieved  by  use  of  a  card  index 
maintained  alphabetically  by  employee  name. 

Safe^ards:  These  records  are  maintained  at  DEA  Headquarters 
which  is  protected  by  twenty-four  hour  guard  service  and  electronic 
surveillance.  Access  to  the  building  is  restricted  to  DEA  employees 
and  those  persons  transacting  business  within  the  building  who  are 
escorted  by  DEA  employees.  Access  to  the  system  is  restricted  to 
employees  of  the  office  of  Internal  Security  and  upper  level 
management  officials.  The  records  are  stored  in  safe-type  combina¬ 
tion  lock  file  cabinets. 

Retention  and  disposal:  These  records  are  maintained  indefinitely. 
System  managerfs)  and  address:  Chief  Inspector;  Drug  Enforce¬ 
ment  Administration;  1405  Eye  Street,  N.W.;  Washington,  D.C., 
20537. 

Notification  procedure:  Inquiries  ^ould  be  addressed  to:  Freedom 
of  Information  Unit;  Drug  Enforcement  Administration;  1405  Eye 
Street,  N.W.;  Washington,  D.C.,  20537.  Inquiries  should  include  the 
inquirer’s  name,  date,  and  place  of  birth. 

Record  access  procedures:  Same  as  above. 

Contesting  record  procedures:  Same  as  above. 

Record  source  categories:  DEA  investigations,  federal,  state  and 
local  law  enforcement  agencies.  Cooperating  individuals,  em¬ 
ployees,  educational  institutions,  references,  neighbors,  associates, 
credit  bureaus,  medical  officials,  probation  officials. 

Systems  exempted  from  certain  provisions  of  the  act:  The  Attorney 
General  has  exempted  this  system  from  subsections  d)(i)  and  (eXD 
of  the  Privacy  Act  pursuant  to  5  U.S.C.  552a(kX5).  Rules  have  been 
promulgated  in  accordance  with  the  requirements  at  5  U.S.C. 
553(b),(c)  and  (e)  and  have  been  published  in  the  Federal  Register. 

JUSnCE/DEA  -  025 

System  name:  Semi-Automated  Narcotics  Trafficker  Profiles  (KISS) 
System  location:  Drug  Enforcement  Administration;  1405  Eye 
Street,  N.W.;  Washington,  D.C.  20537. 

Categories  of  hnlividuals  covered  by  the  system:  Known  and 
suspected  drug  traffickers. 

Categories  of  records  in  the  system:  Trafficker  profile  data  are 
maintained  on  McBee  edge  notched  cards. 

Authority  for  maintenance  of  the  system:  This  system  will  be 
maintained  to  provide  DEA  with  a  semi-automated  intelligence 
capability  pursuant  to  the  Comprehensive  Drug  Abuse  Prevention 
and  Control  Act  of  1970,  Reorganization  Plan  No.  2  of  1973  and  the 
Single  Convention  on  Narcotic  Drugs. 

RouthM  uses  of  records  maintained  in  the  system,  includ^  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  llus  system  will  be  used 
to  produce  association  and  link  analysis  reports  and  such  specal  re- 
pt^s  as  required  by  DEA  intelligence  analysts.  Information  from 
this  system  will  be  provided  to  the  following  categories  of  users  for 
law  enforcement  purposes. 

A.  Other  federal  law  enforcement  agencies; 

B.  State  and  local  law  enforcement  agencies; 

C.  Foreign  law  enforcement  agencies  with  whom  DEA  maintains 
liaison; 

D.  U.S.  intelligence  and  military  intelligence  agencies  involved  in 
drug  enforcement. 

PoUdes  and  practices  for  storing,  retrieving,  accessing,  retainfaig, 
and  disposing  of  records  in  the  system: 

Storage:  These  records  are  maintained  on  edge  notched  cards. 
Retrievability:  These  records  are  retrievable  by  name  and  by  sub¬ 
ject  matter. 

Safeguards:  This  system  of  records  is  maintained  at  DEA 
Headquarters  which  is  protected  by  twenty-four  hour  guard  service 
and  electronic  surveillance.  Access  to  the  building  is  restricted  to 


DEA  employees  and  those  persons  transacting  business  within  the 
building  who  are  escorted  by  DEA  employees.  In  addition,  this 
system  is  stored  in  a  GEA  approved  security  area.  Access  to  the 
system  is  restricted  to  authorized  DEA  personnal  with  appropriate 
clearance  on  a  need-to-know  basis. 

Retention  and  disposal:  Records  in  this  system  are  kept  indefinite¬ 
ly- 

System  manager(s)  and  address:  Assistant  Administrator  for  Intel¬ 
ligence;  Drug  Enforcement  Administration;  1405  Eye  Street,  N.W.; 
Washii^ton,  D.C.,  20537. 

Record  source  categories:  A)  DEA  Intelligence  Reports;  B)  Re¬ 
ports  of  other  federal  agencies;  Q  Reports  of  foreign  agencies  with 
whom  DEA  maintains  liaison. 

Systems  exempted  from  certain  provisions  of  the  act:  The  Attorney 
General  has  exempted  this  system  from  subsections  (cX3)  and  (4), 
(d),  (eXl),(2)  and  (3),  (cX4XG)  and  (H),  (eX5)  and  (8),  (f),  (g)  and 
(h)  of  the  Privacy  Act  pursuant  to  5  U.S.C.  552a(j)  and  (kXD.  Rules 
have  been  promulgated  in  accordance  with  the  requirements  of  5 
U.S.C.  553(b),  (c)  and  (e)  and  have  been  published  in  the  Federal 
Register. 

JUSnCE/DEA  -  026 

System  name:  Specialized  Automated  Intelligence  Files 
(NIMROD)). 

System  location:  Drug  Enforcement  Administration;  1405  Eye 
Street,  N.W.;  Washington,  D.C.,  20537. 

Categories  of  individuals  covered  by  the  system:  Known  and 
suspected  drug  traffickers. 

Categories  of  records  in  the  system:  Special  purpose  applications 
from  which  information  includes,  but  is  not  limited  to,  comprehen¬ 
sive  personality  data,  activity  data,  significant  event  data,  phone 
numbers,  addresses,  and  special  purpose  information  related  to  in¬ 
dividuals. 

Authority  for  maintenance  of  the  system:  This  system  will  be 
maintained  to  provide  DEA  with  an  automated  intelligence  capabili¬ 
ty  pursuant  to  the  Comprehensive  Drug  Abuse  Prevention  and  Con¬ 
trol  Act  of  1970,  Reorganization  Plan  No.  2  of  1973  and  the  Single 
Convention  on  Narcotic  Drugs. 

Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  Tliis  system  will  be  used 
to  produce  association  and  link  analysis  reports  and  such  special  re¬ 
ports  as  required  by  DEA  intelligence  analysts.  Information  from 
this  system  will  be  provided  to  the  following  categories  of  users  for 
law  enforcement  purposes:  A)  Other  federal  law  enforcement  agen¬ 
cies;  B)  State  and  lo(^  law  eMorcement  agencies. 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  These  records  are  maintained  on  magnetic  tape. 
Reference  materials  are  maintained  on  microfiche. 

Retrievability:  This  system  is  retrievable  by  data  elements  as  a 
single  entity  or  by  a  combination  of  data  elements. 

Safeguards:  This  system  of  records  is  maintained  by  DEA 
Headquarters  which  is  protected  by  twenty-four  hour  guard  service 
and  surveillance.  Access  to  the  building  is  restricted  to  DEA  em¬ 
ployees  and  those  persons  transacting  business  within  the  building 
who  are  escorted  by  DEA  employees.  In  addition,  die  system  is 
housed  in  a  special  computer  facility  which  meets  CIA  and  NSA 
standards  for  intrusion,  electronic  and  acoustic  peiletration.  Access 
to  the  system  is  strictly  limited  to  DEA  intelligence  analysts  with 
appropriate  clearances  on  a  specific  need-to-know  basis. 

Retenfion  and  disposal:  Information  will  be  maintained  in  the 
system  indefinitely. 

System  mauager(s)  and  address:  Assistant  Administrator  for  Intel¬ 
ligence;  Drug  Enforcement  Administration;  1405  Eye  Street,  N.W.; 
Washington,  D.C.,  20537. 

Record  source  categories:  A)  DEA  Intelligence  Reports;  B)  Re¬ 
ports  of  other  Federal  agencies. 

Systems  exempted  from  certain  prorisions  of  the  act:  The  Attorney 
General  has  exempted  this  system  from  subsections  (cX3)  and  (4), 
(d),  (eXl).  (2)  and  (3),  (eX4XG)  and  (H),  (eX5)  and  (8),  (fXg)  and  (h) 
of  the  Ihivacy  Act  pursuant  to  5  U.S.C.  552a(j)  and  (kXl).  Rules 
have  been  promulgated  in  accordance  with  the  requirements  of  5 
U.S.C.  553(bXc)  and  (e)  and  have  been  published  in  the  Federal  Re¬ 
gister. 

JUSnCE/BOP  -  002 

System  name:  Freedom  of  Information  Act  Record  System 
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RoutiM  iiaet  of  records  msfaitohied  In  the  system,  inclnding  catego* 
rics  of  users  and  the  porpoM  of  such  uses:  The  routine  uses  of  tto 
system  are:  (a)  to  maintain  public  records  concerning  the 
processing  and  determination  of  requests  for  information  made  pur¬ 
suant  to  the  Freedom  of  Information  Act  S  U.S.C.  552;  (b)  to  pro¬ 
vide  documentation  of  receipt  and  processing  requests  for  informa¬ 
tion  made  pursuant  to  the  Freedom  of  Information  Act  for  pur¬ 
poses  of  litigation  of  contested  denial  of  release  of  information;  (c) 
to  furnish  i^ormation  to  employees  of  the  Department  of  Justice 
who  have  a  need  for  information  from  the  system  in  performance 
of  their  duties;  (d)  to  provide  information  relating  to  Meral  offen¬ 
ders  and  state  courts,  court  personnel,  and  probation  officials. 

JUSnCE/BOP  .  003 

System  name:  Industrial  Inmate  Employment  Record  System 
Routine  uses  of  records  maintained  in  the  system,  inclnding  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  The  routine  uses  of  this 
system  are:  (a)  to  determine  compensation  of  inmates  pursuant  to 
18  U.S.C.  40Q2,  4126,  4125,  4121  et  seq.;  (b)  to  record  employment 
history  of  an  inmate  within  the  Federal  Priron  Industries,  Inc.;  (c) 
to  record  disbursement  of  Federal  Prison  Industries,  Inc.,  funds  for 
payroll  purposes;  (d)  to  evaluate  effectiveness  of  industrial  training 
of  inmates;  (e)  to  evaluate  authenticity  of  Federal  Prison  Industries. 
Inc.,  accounting  records;  (f)  to  provide  information  source  to  of¬ 
ficers  and  employees  of  the  Department  of  Justice  who  have  need 
for  information  in  the  performance  of  their  duties;  (g)  to  provide  in¬ 
formation  source  to  state  and  federal  law  enforcement  officials  for 
investigations,  possible  criminal  prosecutions,  civil  court  actions,  or 
regulatory  proceedings;  (h)  to  provide  information  relating  to 
federal  offenders  to  federal  and  state  courts,  court  personnel,  and 
probation  officials. 

JUSnCE/BOP  •  005 

System  name:  Inmate  Central  Records  System. 

Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  The  routine  uses  of  this 
system  are:  (a)  to  provide  documented  records  of  the  classification, 
care,  subsistence,  protection,  discipline  and  programs,  etc.,  of  per¬ 
sons  committed  to  the  custody  of  the  Attorney  Genend;  (b)  to  pro¬ 
vide  information  source  to  ohicers  and  employees  of  the  Depart¬ 
ment  of  Justice  who  have  a  need  for  the  information  in  the  per¬ 
formance  of  their  duties;  (c)  to  provide  information  source  to  state 
and  federal  law  enforcement  officials  for  investigations,  possible 
criminal  prosecutions,  civil  court  actions,  or  regulatory 
proceedings;  (d)  to  provide  information  source  for  disclosure  of  in¬ 
formation  that  are  matters  solely  of  general  public  record,  such  as 
name,  offense,  sentence  data,  release  date,  and  etc;  (e)  to  provide 
information  source  for  disclosure  to  contracting  or  consulting  cor¬ 
rectional  agencies  that  provide  correctional  services  for  federal  in¬ 
mates;  (f)  to  provide  informational  source  for  responding  to  inqui¬ 
ries  from  federal  inmates  involved  or  Congressional  inquiries;  (g) 
Internal  Users  -  Employees  of  the  Department  of  Justice  who  ^ve 
a  need  to  know  information  in  the  performance  of  their  duties;  (h) 
External  Users  -  State  and  Federal  law  enforcement  officials  for 
the  purposes  of  investigation,  possible  criminal  prosecution,  civil 
court  actions,  and  regulatory  proceedings;  state  correctional  agen¬ 
cies  providing  services  to  federal  inmates;  (i)  to  provide  informa¬ 
tion  relating  to  federal  offenders  to  federal  and  state  courts,  court 
personnel,  and  probation  officials. 

JUSnCE/BOP  -  007 

System  name:  Inmate  Physical  and  Mental  Health  Record  System. 

Routhie  uses  of  records  maintained  in  the  system,  includhig  categ^ 
lies  of  users  and  the  purposes  of  such  uses:  The  routine  uses  of  this 
system  are:  (a)  to  provide  documented  records  of  the  diagnosis, 
treatment,  and  cure  of  illnesses  of  persons  committed  to  the  cus¬ 
tody  of  the  Attorney  General  pursuant  to  18  U.S.C.  4082;  (b)  to 
provide  documented  records  and  background  medical,  mental,  or 
dental  history  to  contracting,  or  consuJting  physicians,  psycholo¬ 
gists  and  psychiatrists,  and  dentists,  or  other  specialists,  for  diagno¬ 
sis,  treatment  and  cure  of  federal  inmates;  (c)  to  provide  informa¬ 
tion  source  to  officers  and  employees  of  the  Department  of  Justice 
who  have  a  need  for  the  information  in  the  performance  of  their 
duties;  (d)  to  provide  information  source  for  disclosure  to  state  and 
federal  law  enforcement  officials  for  investigations,  possible 
criminal  prosecutions,  civil  court  actions,  or  regulatory 
proceedings;  (e)  to  provide  information  source  for  responding  to 
inquiries  from  federal  inmates  or  Congressional  inquiries;  (f)  to  pro¬ 
vide  information  relating  to  federal  offenders  to  federal  and  state 
courts,  court  personnel,  and  probation  officials;  (g)  to  provide 


medical  information  relevant  to  the  treatment  being  provided  by 
physicians,  psychiatrists,  psychologists,  state  and  federal  medic^ 
facility  personnel,  other  medkal  agencies  and  etc.,  providing  treat¬ 
ment  for  a  pre-existing  condition  for  ex-federal  offenders. 

JUSnCE/BOP  •  008  ' 

System  name:  Inmate  Safety  and  Accident  Compensation  Record 
System 

Routine  uses  of  records  maintained  in  the  system,  incindiat  catego¬ 
ries  of  users  and  the  purposes  of  snch  uaes:  The  routine  uses  of  this 
system  are:  (a)  to  provide  a  documented  record  of  inmate  ac¬ 
cidents,  injuries,  for  the  purpose  of  measuring  safety  programs  ef¬ 
fectiveness;  (b)  to  providie  i^ormation  source  for  complismce  with 
the  Occupational  Safety  and  Health  Act;  (c)  to  provide  documented 
records  of  inmate  accents,  injuries,  and  disabilities  for  adjudica¬ 
tion  of  claims  by  inmates  filed  pursuant  to  the  Inmate  Accident 
Compensation  System.  18  U.S.C.  4126;  Chapter  III,  Federal  Prisons 
Industries,  28  C.F.R.,  Part  301;  (d)  furnished  to  employees  of  the 
Department  of  Justice  who  require  information  from  tlwse  records 
for  performance  of  their  duty;  (e)  to  provide  background  informa¬ 
tion  and  Ihigation  reports  to  United  States  Attorneys  for  purpose  of 
defending  civil  actions  filed  against  the  Bureau  of  Prisons;  (D 
furnished  to  consultant  physicians,  and  physicians  treati^  inmates 
following  release  from  custody  for  the  purpose  of  provk^  prior 
medical  history  in  conjunction  with  fuither  treatment  of  the  in¬ 
dividual  inmate;  (g)  to  provide  documented  records  for  disclosure 
to  appropriate  law  enforcement  authorities,  state  or  federal,  ftar  in¬ 
vestigation  and  possible  criminal  prosecution,  civil  court  action,  or 
regulatory  proceeding;  (h)  to  provide  information  source  for 
responding  to  inquiries  from  the  inmate  involved  or  Congressional 
inquiries;  (i)  to  provide  information  relating  to  federal  offenders  to 
federal  and  state  courts,  court  personnel,  and  probation  officials. 

*  JUSnCE/BOF  .  009 

System  name:  Federal  Tort  Claims  Act  Record  System 
Routiae  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  snch  uaes:  The  routine  uses  of  this 
system  are:  (a)  to  provide  information  source  for  purposes  of  adju¬ 
dicating  claims  for  personal  injury  and  property  damages  pursuant 
to  the  Federal  Tort  Claims  Act,  28  U.S.C.  2675;  (b)  to  provide  in¬ 
formation  source  for  purposes  of  preparing  reports  concerning 
litigation  in  United  States  Courts  under  the  Federal  Tort  Claims 
Act,  28  U.S.C.  2671  et  seq;  (c)  to  provide  information  source  that  is 
furnished  to  counsel  for  claimants  under  the  Federal  Tort  Claims 
Act;  (d)  to  provide  information  source  that  is  furnished  to  medical 
officials  when  requested  by  claimants  under  the  Federal  Tort 
Claims  Act;  (e)  to  provide  information  source  that  is  disclosed  to 
employees  of  the  Department  of  Justice  who  have  a  need  for  the 
information  in  the  performance  of  their  duties;  (f)  to  provide  infor¬ 
mation  source  to  state  and  federal  law  enforcement  officials  for  the 
purpose  of  investigations,  possible  criminal  prosecutions,  civil  court 
actions,  or  regulatory  proceedings;  (g)  to  provide  information  relat¬ 
ing  to  federal  offenders  to  federal  and  state  courts,  court  person¬ 
nel,  and  probation  officials. 

JUSnCE/DEA  •  014 

System  name:  Office  of  Internal  Security  Records 

Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  This  system  prepares  re¬ 
ports  on  inspections  of  DEA  field  offices  and  is  used  to  document 
investigations  into  allegations  of  wrongdoing  against  DEA  em¬ 
ployees.  Information  contained  in  this  system  is  supplied  on  a  rou¬ 
tine  basis  to  the  following  categories  of  users  for  the  purposes 
stated:  A)  Other  Federal  law  enforcement  agencies  in  connection 
with  investigations  of  violations  of  criminal  law;  B)  State  and  local 
law  enforcement  agencies  in  connection  with  investigations  or 
prosecutions  of  violations  of  criminal  law;  C)  Other  Federal  agen¬ 
cies  in  connection  with  security  background  investigations;  D) 
Foreign  law  enforcement  agencies  with  whom  DEA  maintains 
liason. 

JUSnCE/OMF  -  002 

System  name:  Controlled  Substances  Act  Nonpublic  Records. 

Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  These  records  are 
retained  by  the  Department  of  Justice  and  are  available  only  to  a 
Federal  court  upon  a  Federal  court  order  issued  to  the  Attorney 
General  demanding  such  records  for  use  by  said  court  in  determin¬ 
ing  whether  or  not  a  person  qualified  under  Public  Law  91-513  Sec. 
404  (b).  21  U.S.C.  844  (b). 
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JUSnCE/OMF  •  013 
System  name:  Employee  Locator  FQe. 

Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  The  locator  system  is 
used  to  provide  address  data  to  federal,  state  and  local  tax  authori¬ 
ties  in  accordance  with  the  reporting  requirements  of  their  income 
tax  withholding  programs.  The  locator  system  is  also  used  to  con¬ 


tact  employees  of  the  Department  at  their  official  place  of  business 
or  their  residence  regarding  matters  of  an  official  nature  relating  to 
their  employment  with  the  Department  of  Justice.  It  is  also  used  in 
medical  emergencies  to  contact  an  employee’s  personal  physician  if 
he  or  she  has  an  indicated  preference,  and  to  notify  next  of  kin. 
Use  of  the  file  for  these  pulses  is  limited  to  supervisors  of  the 
employees  concerned  or  individuals  having  the  permission  of  a  su¬ 
pervisor  of  the  employee  concerned. 
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RULES  AND  REGULATIONS 


Title  15 — Department  of  Commerce 

SUBTITLE  A— OFFICE  OF  THE  SECRETARY 
OF  COMMERCE 

PART  4l>— PRIVACY  ACT 

Implementation  Provisions;  Technicai 
Corrections 

On  October  2, 1975,  the  Department  of 
Commerce  issued  a  notice  of  proposed 
rulemaking  in  the  Federal  Register  (40 
FR  45632-45633)  proposing  to  amend 
Part  4b  to  further  implement  provisions 
of  the  Privacy  Act  of  1974  (Pub.  L.  93- 
579,  88  Stat.  1896).  Interested  persons 
were  invited  to  submit  comments.  No 
comment  was  received  through  the  date 
of  this  adoptive  action. 

Inasmuch  as  the  text  of  the  proposed 
amendments  was  contained  in  the  uni¬ 
fied  text  of  15  CFR  Part  4b  published  in 
the  Federal  Register  on  October  2,  1975 
(40  FR  45621-45631),  and  explained  in 
footnote  1  at  40  FR  45619,  there  is  no 
need  to  republish  the  full  text  at  this 
juncture. 

Therefore,  the  Department  hereby 
adopts  the  proposed  amendments  to  15 
CFR  Part  4b  as  a  final  regulation,  subject 
to  the  following  corrections  of  a  typo¬ 
graphical  character  (these  t^rpographical 
errors  do  not  appear  in  the  unified 
text) : 

1.  On  page  45632,  the  second  column, 
the  paragraph  title  “Section  4b.l4(b)  (2) 
(vii).”  should  read  “Section  4b.l4(a).”. 

2.  On  page  45632,  the  second  column, 
in  the  paragraph  entitled  “App>endix  C,” 
a  new  last  sentence  should  1^  added  to 
read  “A  complementary  amendment  adds 
the  words  ‘to  the  extent  indicated  in 
Appendix  C  to  this  part.’  to  the  end  of 
the  fifth  sentence  of  5  4b.3(h).’’  This 
exact  sentence  erroneously  appears  as 
the  last  sentence  in  the  third  column  of 
the  same  page  and  should  be  deleted 
therefrom. 

3.  On  page  45632,  the  third  column,  in 
paragraph  “(5)  insert  a  semicolon  after 
the  period  at  the  end  of  the  paragraph 

4.  On  page  45632,  the  third  column, 
the  fourth  paragraph,  the  fifth  line,  the 
reference  “4b.l(e)  (2),’’  should  read 
“4b.l(e)(2).’’. 


5.  On  page  45632,  the  third  coliunn, 
the  dividing  line  signifying  footnotes 
should  be  deleted,  and  the  text  of  foot¬ 
notes  1,  2,  3  and  4  should  be  removed  to 
page  45633,  the  second  column,  the  fifth 
line,  and  inserted  after  the  colon. 

6.  On  page  45633,  the  first  coliunn,  the 
last  words  in  the  paragraph  entitled 
“5  4b.l4  [Amended]*’  reading  “(X)M- 
^ffiRCE/PAT-’^M-5;  and.”;  and,”  should 
read  “C0MMERC;E/PAT-TM-5.”;  and,”. 

7.  On  page  45633,  the  second  column, 
the  first  three  lines  reading  “Payroll  and 
Travel  Records  of  Department  Em¬ 
ployees  at  Diplomatic  Posts  Overseas, 
Department  of  State.”  should  read  “Pay¬ 
roll  and  travel  records  of  Department 
employees  at  diplomatic  posts  overseas. 
Department  of  State.”. 

Dated:  October  23, 1975. 

Guy  W.  Chamberlin,  Jr., 

ActiriQ  Assistant  Secretary 
for  Administration. 

[FR  DOC.7&-29090  Plied  10-29-76:8:45  am] 

Title  29— Labor 

CHAPTER  I— NATIONAL  LABOR 
RELATIONS  BOARD 

PART  102— RULES  AND  REGULATIONS. 

SERIES  8 

Records  and  Information 

By  virtue  of  the  authority  vested  in  it 
by  the  National  Labor  Relations  Act,  ap¬ 
proved  July  5,  1935,  the  National  Labor 
Relations  Board  hereby  issues  the  fol¬ 
lowing  rule  which  it  finds  necessary  to 
carry  out  the  provisions  of  said  Act. 

This  rule  is  issued  following  proceed¬ 
ings  conforming  to  the  requirements  of 
section  (f)  of  the  Privacy  Aqt  of  1974, 
5  U.S.C.  Section  552a(f ) .  and  of  5  U.S.C. 
553  (see  40  FR  39764.  August  28.  1975) . 
The  rule  shall  be  effective  October  30. 
1975  and  shall  apply  to  all  matters  af- 


^49  stat.  4tt:  29  UJ3.C.  151-166,  as 
amended  by  act  of  June  23,  1947  (61  Stat. 
136:  29  U.S.C.  Sup.  161-167),  act  of  Octo¬ 
ber  22,  1961  (66  Stat.  601:  29  U.S.C.  168,  159, 
168),  and  act  of  September  14,  1969  (73  Stat. 
619:  29U.S.C.  141-168). 


fected  thereby  which  are  pending  at  the 
time  of  such  publication  or  which  may 
arise  thereafter. 

Dated:  Washington,  D.C.,  October  23. 
1975. 

By  direction  of  the  Board. 

[SEAL]  John  C.  ’Truesdale, 

Executive  Secretary. 

Section  102.118(a)  of  29  CFR  Chapter 
I  is  redesignated  §  102.118(a)  (1).  This 
section  is  amended  by  adding  the  fol¬ 
lowing  subparagraph  (2). 

§  102.118  Board  employees  prohibited 
from  producing  files,  records,  etc., 
pursuant  to  subpoena  ad  testifican¬ 
dum  or  subpoena  duces  tecum;  pro¬ 
hibited  from  testifying  in  regard, 
thereto ;  production  of  witnesses* 
statements  after  direct  testimony. 

(a)(1)  •  •  * 

(2)  No  regional  director,  field  ex¬ 
aminer,  administrative  law  Judge,  attor¬ 
ney,  specially  designated  agent,  general 
counsel,  member  of  the  Board,  or  other 
officer  or  employee  of  the  Board  shall, 
by  any  means  of  communication  to  any 
person  or  to  another  agency,  disclose 
personal  information  about  an  individual 
from  a  record  in  a  system  of  records 
maintained  by  this  agency,  as  more  fully 
described  in  the  notices  of  systems  of 
records  published  by  this  agency  in  ac¬ 
cordance  with  the  provisions  of  section 
(e)  (4)  of  the  Privacy  Act  of  1974,  5 
U.S.C.  Sec.  552a(e)  (4) .  or  by  the  Notices 
of  Government-wide  Systems  of  Per¬ 
sonnel  Records  published  by  the  Chvil 
Service  Commission  in  accordance  with 
those  statutory  provisions,  except  pur¬ 
suant  to  a  written  request  by,  or  with 
the  prior  written  consent  of,  the  individ¬ 
ual  to  whom  the  record  pertains,  unless 
disclosure  of  the  record  would  be  in  ac¬ 
cordance  with  the  provisions  of  section 
(b)(1)  through  (11),  both  inclusive,  of 
the  Privacy  Act  of  1974,  5  U.S.C.  Sec. 
552a(b)  (1)  through  (11). 

[FR  Doc.76-29147  FUed  10-29-75:8:46  am] 
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